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Mangala Sutta - Five Precepts -S even Noble Treasures
Web Security - Business - Al-P ractical R oadmaps

ETHICAL
DIGITAL TRUST

60-MINUTE KEYNOTE + TECHNICAL REFERENCE APPENDIX




CYBERSECURITY

for a Safer IT, Business and Society

DHAMMA x ETHICAL LEADERSHIP x PRACTICAL CONTROLS
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ETHICAL MINDSET + TECHNICAL CONTROLS = SAFER SYSTEMS




REPORTED OBSERVATIONS - DENOMINATORS DIFFER

2026 DBIR :three differentrisk signals

31% 48%

Breaches beginning
with exploitation of
vulnerabilities

Breaches involving a
third party

S hare ofinvestigated breaches S hare ofinvestigated breaches

Verizon DBIR 2026 - verizon.com/about/news/breach-industry-wide-dbir-finds

DHAMMA x DIGITAL TRUST

~rr 45% ~

Employees using
unapproved Altools
frequently

andsocialEngineering
traps

Employee-use figure, NOT breach
share

04



The central distinction: values #technicalcontrols

O ffers ethicalorientation, skillfu
conduct mindfulness, discernment

and care
SECURITY Uses authentication, authorization,

2 ENGINEERING patching,encryption, monitoring and
recovery

1 DHAMMA

Assigns owners,incentives, risk
decisions, resources and
accountability

BUSINESS
GOVERNANCE

Shows whatworks:tested restores,

4 EVIDENCE : . :
logs, reviews,incidentexercises

DHAMMA x DIGITAL TRUST 05



ILLUSTRATION

Fourmutually supporting foundations

PEOPLE Ethics - awareness-reporting

PROCESS Change control - review - IR

MFA - securecode-backups ,non

TECHNOLOGY defaults

EVIDENCE Tests - logs-restored data

DHAMMA x DIGITAL TRUST



Four Foundations of Digital Trust

PEOPLE PROCESS

Awareness, capability and ethical conduct Policies, approvals, exercises and reviews
TECHNOLOGY EVIDENCE

Identity, encryption, patches and monitoring Tests, audit trails and verified recoveries

SECURITY IS NOT A PRODUCT e IT IS A DISCIPLINE



PART 01
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IT « Website Security ® Business * A |

Human flourishing as disciplined action—nota charm thatguarantees alloutcomes.

DHAMMA x DIGITAL TRUST 07



38 Blessings: A Lifelong Path

Mangala Sutta (Sn 2.4 / Khp 5): grouped themes, not a substitute for the full traditional list.

WISE COMPANY LEARNING & SKILL

Good influences and good environments Training, knowledge and useful work
ETHICAL RELATIONSHIPS HEEDFULNESS & INSIGHT

Honesty, family duties and restraint Mindfulness, patience and wise reflection

GOOD OUTCOMES GROW FROM GOOD CONDITIONS



Dhamma Meaning vs Digital Analogy

ORIGINAL TEACHING MODERN APPLICATION

The suttas concern liberation, ethical We use selected principles as a
conduct and wholesome human reflective lens for workplace decisions
flourishing. and technical safety.

ANALOGY # DOCTRINAL EQUIVALENCE



FROM CONCEPT TOACTION

MangalaS utta: the fullpath in fourmovements

1-10 11-2 0 21-2 9 30-3 8

, , Family, work, . o
Wise community, y . Respect, humility, R enunciation,
generosity,

suitable conditions, gratitude, patience deeperinsightand
. . L harmlessness, :
learning, discipline . and Dhamma amindunmoved by
restraintand . . L
andspeech discussion worldly conditions

heedfulness

Khp 5/Sn 2.4 - suttafriends.org/sutta/khp5/

DHAMMA x DIGITAL TRUST 08



DHAMMA > WORKPLACE EXAMPLES

Blessings thatspeak directlyto modern work

c c c
08’) SC GO‘]CSODCS == 2 <>. >< oo
il e

Choose reputable mentors,
security reviewers and ethical

NnNAaArtn o rce

8?(&') + smésg%smmms

Approvals,incidenttruthfulness and
disciplined change.

33(0)6)3 — 96?6(\“’2?

Continuous verification:logs, backups,
access and review.

Khp 5/Sn 2.4 - suttafriends.org/sutta/khp5/

DHAMMA x DIGITAL TRUST

¢
UU?:L?(I) + 330)0)0‘2‘)

Build competence;keeprunbooks,
labs and peerlearning.

c c c
SBBOCDCSGQ)’)SBC\'LJO

Avoid deceptive business and
unauthorized security testing.

€C o oc
0501 §0ay

Calm incidents; hearcriticism and
improve system s.
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PART 02

@21&):9«? 0 ols

Seven noble treasures:spiritualmeanings first;responsible
digitalapplications second.

DHAMMA x DIGITAL TRUST 10



ESSENTIAL IDEAS

Seven noble treasures—canonicalorder

1 Q‘.):é’:] - SADDHA Confidence in the Tathagata’s awakening
2 Q%C\'J-STLA E thicalrestraint/keeping training rules
3 UOJGGI-HIRT Moralconscience regarding wrongdoing
4 5%‘)(6)-OTTAPPA Moralconcern aboutwrongdoing and its consequences
5 QL)C)-SUTA Hearing, retaining and understanding good teachings
6 o0 - CAGA Generosity, freedom from stinginess
7 OE)-PANNA Penetrative insightinto arising and passing away
AN7.6 - dhammatalks.org/suttas/AN/AN7._6.html

DHAMMA x DIGITAL TRUST 1



ILLUSTRATION

Five qualities as a practicalleadership lens

20gl 200 0p»
Verify Learn Discern
=}
300 o0
Respect Share

ETHICAL INTENT + EVIDENCE + SECURITY CONTROLS

12



THE PRINCIPLE > THE PRACTICE

a):g’]-Saddhézconfidence, notgullibility

DHAMMA SENSE

Confidence inthe Buddha’s
awakening andwholesome practice.
Itis notsimply trusting every person or
email.

AN 7.6 - dhammatalks.org/suttas/AN/AN7_6.html

DHAMMA x DIGITAL TRUST

MODERNANALOGY

Checkidentity and claims;verify

paymentchanges independently;
preferevidence overpressure or
status.

13



THE PRINCIPLE > THE PRACTICE

:f)(\')-SiIa:keep trustworthy boundaries

DHAMMA SENSE

cl:ol:0500

Abstaining from killing, stealing,
sexualmisconduct false speech and
intoxicants leading to heedlessness.

AN 7.6 - dhammatalks.org/suttas/AN/AN7_6.html

DHAMMA x DIGITAL TRUST

MODERNANALOGY

Respectauthorization, protect
customerdata,avoid fraud and
harassment,andreportincidents

truth fully.

14



THE PRINCIPLE > THE PRACTICE

:1?0)-5 uta:learning becomes shared capability

DHAMMA SENSE MODERNANALOGY

Hearing, remembering,examining Readvendoradvisories; run staff
andunderstanding good teachings training; keep practicalrunbooks;
repeatedly. rehearse recoveryandsharelessons.

AN 7.6 - dhammatalks.org/suttas/AN/AN7_6.html

DHAMMA x DIGITAL TRUST 15



THE PRINCIPLE > THE PRACTICE

NN -Caga:generosity with boundaries

DHAMMA SENSE MODERNANALOGY

Mentorcolleagues,share secure
Being generous andopenhanded, templates, help affected custom ers
free from the stain ofstinginess. and disclose weaknesses

responsibly.

AN 7.6 - dhammatalks.org/suttas/AN/AN7_6.html

DHAMMA x DIGITAL TRUST 16



THE PRINCIPLE > THE PRACTICE

o&)‘)-Paﬁﬁé:discernmentofconsequences

DHAMMA SENSE

S piritualinsightinto arising and
passing away, directed tothe ending
ofsuffering.

AN 7.6 - dhammatalks.org/suttas/AN/AN7_6.html

DHAMMA x DIGITAL TRUST

MODERNANALOGY

Ask whatcan fail;rate plausible
impacts;validate Aloutput; test
backup restores; choose
proportionate controls.

17



THE PRINCIPLE > THE PRACTICE

(o 3N~ . .
L) + @mo:th innerguardrails
(0 IN¥)

HRI/MORALCONSCIENCE

Avoid dishonestactions even when
nobody is watching. Example:
refusing to browse patientorcustomer
files outofcuriosity.

AN 7.6 - dhammatalks.org/suttas/AN/AN7_6.html

DHAMMA x DIGITAL TRUST

OTTAPPA /MORAL
CONCERN

Understand potentialharm and
consequences.Example:refusing
unapproved production experiments
orunsafe data exports.

18



Five Precepts: Five Digital Commitments

Modern analogies; not literal cyber definitions of the traditional precepts.

‘ NON-HARM Avoid reckless acts that may harm people or critical services

‘ NO STEALING No unauthorized accounts, credentials or customer data

‘ RESPECT Protect consent, dignity and private information
TRUTHFULNESS No phishing, false claims or hidden incidents

‘ HEEDFULNESS No impaired or careless privileged operations

ETHICAL RESTRAINT BUILDS A CULTURE OF TRUST



ESSENTIAL IDEAS

Five precepts — five digitalintegrity promises

QD
IL

N
.

14
~Qo

AN 7.6 - dhammatalks.org/suttas/ AN/AN7_6.html

DHAMMA x DIGITAL TRUST

Avoid intentionalharm andreckless actions that
could injure people

Donotaccess orextractwhathas notbeen
authorized

Protectconsent, dignity, sensitive inform ation
and workplace safety

Nophishing,deceptive reporting orm aterial
concealment

Avoid impaired operations and heedless
privileged changes

19



I clsolsdBco — D igitalresponsibility

Avoid deliberate destructive activity and negligentsafety
impact
Nounauthorized access,credentialtheftordata misuse

Respectconsent,dignity, privacy; preventharassment

Nophishing,fabricated claims orbreach concealment

Avoid impaired privileged work; apply operational
discipline




AUDIENCE EXERCISE - FICTIONAL

Audience exercise: Would you trustthis instruction?

A *CEO ”emailurgently requests a new bankaccountfortomorrow?’
invoice.

W hatlooks legitimate? W hatneeds verification? W hich saferchannel?

FACILITATOR TAKEAWAY - C onfirm through a known numberorestablished approvalpath,notthe
emailits e lf.

DHAMMA x DIGITAL TRUST 20



PART 03

Cybersecurity fundamentals

Reduce technicalrisk with layered, testable controls.

DHAMMA x DIGITAL TRUST 21



DATA SNAPSHOT

Think like a risk owner—notonly a toolbuyer

NISTCSF 2.0 functions organize
governance, riskunderstanding,
protection, detection, response
andrecovery.

Datadescribes observed breaches in the
cited study period.Itis NOT a forecastfor

yourorganization.

NIST CSF 2.0 - nist.gov/ cybe rframework
22
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ILLUSTRATION

NISTCSF 2.0:six functions inone system

GOVERN

RECOVER ESPEHE ST IDENTIFY

Restore & learn Assets & risk

RESPOND PROTECT

Contain & inform DETECT Reduce harm

Spot anomalies
23



ESSENTIAL IDEAS

Threat-modelthe criticalpath

1 ASSETS

2 THREATS

3 WEAKNESSES

4 CONSEQUENCES

5 CONTROLS ,Polocies

CISA CPG - cisa.gov/cybersecurity-pe rformance-goals

DHAMMA x DIGITAL TRUST

ldentity provider,email, DNS,website,customer
data,backups

Credentialcompromise, exploitation, data
exposure, fraud,outage

Exposedadmin portals,outdated plugins,
overprivileged tokens

Privacy impact, financialfraud, downtim e,
reputationalharm

MFA,securecode,patching,segmentation,
logging, restore tests

24



ILLUSTRATION

A secure website has multiple trustboundaries

CUSTOMER EDGE APP

Browser / app DNS + CDN/WAF Web + API

AUTHN + AUTHZ PATCH + SECRETS LOG + ALERT

DATA

DB + backups

RESTORE TEST

Controls must protect EACH trust boundary—not only the login page.

OWASP Top 10:2025 - top10.owasp.org

DHAMMA x DIGITAL TRUST
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CISACPG / CIS CONTROL THEMES

High-impactbaseline:starthere

01 Secure identity

MFA foradmins and email;no
shared privileged accounts.

03 Protectcriticaldata

Minimize,classify,encrypt,backup
andcontrolaccess.

05 Practice recovery

Protected backups and actual
restore tests.

02 Controlexposure

Inventory and patch internet-facing
servers andsoftware.

04 Detectactionable events

Alerton unusualadminlogins,
exports andconfig changes.

06 Assign accountability

Namedowner,escalation path,
business impactandreview.

CISA CPG - cisa.gov/cybersecurity-performance-goals | CIS Controls v8.1 - cisecurity.org/controls/v8-1

DHAMMA x DIGITAL TRUST
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FROM CONCEPT TOACTION

OWASP Top 10:2025 in fourlearning clusters

1 2 3 4
CONFIG + CODE +
ACCESS OPERATIONS
SUPPLY DESIGN
AO0?2
A In j i
AO1 Broken Misconfiguration 0> Injection AO9 Logging &
. AO6 Insecure .
Access Control AO3 Supply C hain Desion Alerting
AO7 Authentication Failures ¢ . A10 Exceptional
Failures AO4 Cryptographic A08 Integrity C onditions
y_p grap Failures
Failures

OWASP Top 10:2025 - top10.owasp.org

DHAMMA x DIGITAL TRUST 27



AUDIENCE EXERCISE - FICTIONAL

A broken-access-controlexample

A customerchanges /orders/1042 to /Jorders/1043 andsees another
person’ invoice.

W ho should be W here enforce

] W hattestproves fix?
denied? checks? prov X

FACILITATOR TAKEAWAY - E nforce objectauthorization server-side on EVERY request;testas
m u ltiple roles.

OWASP Top 10:2025 - top10.owasp.org

DHAMMA x DIGITAL TRUST 28



FROM CONCEPT TOACTION

Identity: verify, authorize, monitor

AUTHENTICATE

Passkeys /phishing-
resistantMFA where
feasible; protectemailand
recovery

NIST SP 800-63-4 - csrc.nist.gov/pubs/sp/800/63/4/final

DHAMMA x DIGITAL TRUST

AUTHORIZE

Server-side role checks;
leastprivilege;review
joiners/movers/leavers

RECOVER

R otate affected tokens;
revoke sessions;secure
backup authentication

29



ESSENTIAL IDEAS

Secure-by-design application checklist

Identify data flows,abuse cases, trust
boundaries, high-risk features

1 DESIGN

Use parameterized SQL;context-aware output

2 BUILD , _ _
encoding; safe file handling

Inventory SBO M/repositories, patch, verify
package provenance

3 DEPENDENCIES

Peercode review, testauthz,scancode and
dependencies

4 VERIFY

Secure configuration,secrets rotation, alerting
andrecovery

5 OPERATE

OWASP ASVS V5.0 - owasp.org/www-proje ct-application-security-verification-standard/

DHAMMA x DIGITAL TRUST 30



THE PRINCIPLE > THE PRACTICE

Backups are notresilience untiltested

WE HAVE ABACKUP WE CANRECOVER

“Restores are tested with known
owners,dependencies,

“The dashboardis green.We have

neverrestored the application and RTO/RPO q
database together.” / targets and separate

backup credentials.”

CISA CPG - cisa.gov/cybersecurity-pe rformance-goals

DHAMMA x DIGITAL TRUST 31



ILLUSTRATION

Incidentresponseis arehearsed sequence

DETECT ) TRIAGE ) CONTAIN ) RECOVER ) LEARN

Documentownershipandcommunications across allfive steps

32



AUDIENCE EXERCISE - FICTIONAL

Tabletop:a public backup is discovered

A cloud folderexposes acustomer-contactbackup.Nobody knows
whetheritwas accessed.

1 2 3 4

. . Preserve which How to prevent

Firstl5 minutes? . 5 W honeeds acall? 7p
evidence? repeat?

FACILITATOR TAKEAWAY - R estrictaccess; preserve logs;scope exposure; follow legal/privacy
process; fix the rootcause.

NIST SP 800-61r3 - csrc.nist.gov/pubs/sp/800/61/r3/final

DHAMMA x DIGITAL TRUST 33



PART 04

Responsible business and Al

Ethicalleadership + operationalcontrols + human accountability.

DHAMMA x DIGITAL TRUST 34



FROM CONCEPT TOACTION

Customers deserve three assurances

RESPECT

Minimaldata collection;
clearand limited purposes

DHAMMA x DIGITAL TRUST

TRUTH

Accurate claims,honest
breach communications,
nodark patterns

RECOVERY

Documented support,
tested restoration and
incidentownership

35



AUDIENCE EXERCISE - FICTIONAL

Al-generated security advice:approve orrefuse?

An Alassistantsuggests: “Disable authentication temporarily to solve
the website outage.”

W hatis the impact? W hich facts are missing? Canwetestsafely?

FACILITATOR TAKEAWAY - Do notmake anunsafe production change withoutevidence,approval
androllback.

DHAMMA x DIGITAL TRUST 36



CLOUD OR SELF-HOSTED

Responsible Al: five practicalboundaries

Protectprompts

Redactcredentials,
customerrecords and
incidentsecrets.

Lockdownlocal AP s

Auth, firewall, logging,
modelprovenance and
backup policy.

DHAMMA x DIGITAL TRUST

Verifyanswers

C heck officialdocs; do
notinventcitations or
commands.

Humandecision owner

Namedapproverfor
deployment, customer
andlegalimpact.

Sandbox code

Review privileges; test
scripteffects before
production.

37



ESSENTIAL IDEAS

Five measurable indicators forleadership

1 MFA COVERAGE

2 EXPOSURE AGE

3 RESTORE SUCCESS

4 RESPONSE TIME

5 LEARNING LOOP

CIS Controlsv8.1 - cisecurity.org/controls/v8-1

DHAMMA x DIGITAL TRUST

S hare of privileged accounts using MFA;check
recovery paths

Days criticalexternalvulnerabilities rem ain
unmitigated

Cana criticalservice be restored and validated?

Time to detect,escalate and contain confirmed
incidents

High-impactcorrective actions closed and re-
tested

38



A REALISTIC STARTER PROGRAM

30 /60 /90 day implementation (sample only)

DAYS 1-3 0 DAYS 31-6 0 DAYS 61-9 0
Nameowners; Review roles; harden Testservice restore;
inventory critical DNS,CERTs and tabletop a breach;
assets;secure serversettings;update review access
email/admin MF A ; dependencies;define controls; measure
patch exposed alertrules and gaps;fund nextrisk
systems; protect response contacts. priorities.

backups.

CISA CPG - cisa.gov/cybersecurity-performance-goals | CIS Controlsv8.1 - cisecurity.org/controls/v8-1

DHAMMA x DIGITAL TRUST 39



AUDIENCE EXERCISE - FICTIONAL

Closing exercise:onecommitmentforseven days

Choose the single improvementyoucanactually deliverby nextweek.

1 2 3 4

W hich system is W hatis the i W hatproofwill
. 4 W hoowns the fix? P

critical? weakestcontrol? we keep?

FACILITATOR TAKEAWAY - A named owner+ a testable outcome is strongerthananinspirational
promise.

DHAMMA x DIGITAL TRUST
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I Main message

éeaoooggcc:z—honesty,respect,accounta bility
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ESSENTIAL IDEAS

Seven takeaways worthremembering

D 53 Confidence grounded in wholesome guidance;
© verify operationalclaims
," 2800 Stayinside ethicaland technicalauthorization
boundaries
28 (e Conscience andconcernrestrain misuse of
P PV BB power
R oo Keeplearning, documenting, practicing and
L sharing lessons
B o0 Give help and knowledge withoutdisclosing
confidentialdata
B Understand causes, trade-offs, evidence and
i residualrisk
Build ongoing attention,nota one-time security
7 ) 3UDN3

campaign

AN 7.6 - dhammatalks.org/suttas/AN/AN7_6.html | Khp 5/Sn 2.4 - suttafriends.org/sutta/khp5/

DHAMMA x DIGITAL TRUST 41



ESSENTIAL IDEAS
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AN 7.6 - dhammatalks.org/suttas/ AN/AN7_6.html
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PART END

Questions & Discussion

2] c of _ » C C c o) C C C
25eolge 0p[o3pdg * 2poo(ye sapey + d0{ge sanqiilglg - opRge 0c3ey
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PART A

DEEP-DIVE APPENDIX

O ptionalreferences, mplementation templates,doctrinal detail
and extra discussion activities.

DHAMMA x DIGITAL TRUST 44



ESSENTIAL IDEAS

Mangala Sutta1l-10: foundations

1 01 Avoiding association with the foolish
2 02 Associating with the wise

3 03 Honoring those worthy ofhonor

4 04 Living in a suitable place

5 05 Previous meritorious deeds

6 06 Directing oneselfrightly

7 07 Extensive learning

8 08 S killed craftorart

9 09 W ell-trained discipline

; 10 W ell-spoken speech

Khp5/Sn 2.4 - suttafriends.org/sutta/khp5/

APPENDIX o
DHAMMA x DIGITAL TRUST
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ESSENTIAL IDEAS

Mangala Sutta 11-20: family and conduct

1 11
2 12
3 13
4 14
5 15
6 16
7 17
8 18
9 19
i0 20

Khp 5/Sn 2.4 - suttafriends.org/sutta/khp5/

DHAMMA x DIGITAL TRUST

C

C

P

G

R

B

A

R

H

aring formotherand father

aring forspouse and children
eaceful/unconfused livelihood and work
enerosity

ighteous conduct

elping relatives

lameless actions

bstaining from evil

estraintfrom intoxicants

eedfulness in wholesome states

APPENDIX ¢ 46



ESSENTIAL IDEAS

Mangala Sutta 21-29: discipline and dialogue

1 21 Respect

2 22 Humility

3 23 Contentment

4 24 G ratitude

5 25 Timely hearing ofDhamma

6 26 Patience

7 27 Being easy to advise

8 28 Seeing and meeting renunciants
9 29 Timely discussion of Dhamma

Khp 5/Sn 2.4 - suttafriends.org/sutta/khp5/

DHAMMA x DIGITAL TRUST APPENDIX e 47



ESSENTIAL IDEAS

Mangala Sutta30-38:insightand peace

1) 30 Austerity /self-restraint

2 31 The holy life

3 32 Seeing the Noble Truths

4 33 Realization of Nibbana

5 34 Mind unshaken by worldly conditions
6 35 Sorrowlessness

7 36 Freedom from defilement

8 37 Securityand peace ofmind

Unconquered /secure through fulfilling these
blessings

Khp 5/Sn 2.4 - suttafriends.org/sutta/khp5/

DHAMMA x DIGITAL TRUST APPENDIX e 48



Reliable mentors, ethicalexperts,trusted sources

Technicalcompetencyandcontinuous professionaldevelopment

Change control,approvals,checklists, audittrail

Honestcustomercommunicationandincidentreporting

Monitoring, review, preparedness,carefuldecisions




FROM CONCEPT TOACTION

Canonicalmeaning vs contemporary analogy

DOCTRINE

The teachings address
ethics,insight,
suffering and liberation

Khp 5/Sn 2.4 - suttafriends.org/sutta/khp5/ | AN 7.6 - dhammatalks.org/suttas/AN/AN7_6.html

DHAMMA x DIGITAL TRUST

ANALOGY

Weapply selected
principles to
engineering and
business judgment

BOUNDARY

Cybersecurity controls
are notcanonically
listed in the suttas

APPENDIX e 49



RELATED DHAMMA VALUES (ANALOGIES)

o :
GOONI MEENI3S —security culture
o L o

6L 0M - Metta
o

Berespectful;
make customerand staffsecurity
guidance supportive.

a°§ - Khanti
[7)

Stay patientwhile investigating;
avoid rash destructive actions.

Khp 5/Sn 2.4 - suttafriends.org/sutta/khp5/

DHAMMA x DIGITAL TRUST

mﬂcw) - Karuna

Respond to affected people with
concern,
notwith blame orindifference.

3‘386)3 - Appamada

Heedfulness: notice risks,
check facts andactresponsibly.

APPENDIX ¢ 50



ESSENTIAL IDEAS

Greed - aversion-delusion: recognize risky incentives

1) LOBHA (GREED)

2 DOSA (AVERSION)

3 MOHA (DELUSION)

PRACTICAL
RESPONSE

DHAMMA x DIGITAL TRUST

Misuse data ormanipulate customers for
revenue atany cost

Blame people and take retaliatory action during
anincident

Assume security because *we have a firewall”or
“Alsaid so?”

Independentreview, transparentmetrics, careful
controls and hum ility

APPENDIX ¢ 51



FROM CONCEPT TOACTION

Rightspeech inincidentcommunications

1 2 3
TRUTHFUL TIMELY USEFUL
Reportwhatis Inform designated Provide practicalnext

confirmed;avoid parties without steps and protect
invented certainty unnecessary delay affected people

Khp 5/Sn 2.4 - suttafriends.org/sutta/khp5/

DHAMMA x DIGITAL TRUST APPENDIX e 52



ESSENTIAL IDEAS

Zero-trustpracticalchecklist

Authenticate users/services and check

1 VERIFY EXPLICITLY .
device/resource context

Scoperights by assetand task, review them

2 LEAST PRIVILEGE
regularly

Segmentsystems; protectlogs; prepare for
credentialcompromise

3 ASSUME BREACH

Reevaluate sessions andrisky behavior

4 CONTINUOUS CHECK )
according tocontext

Zerotrustis anarchitecturalstrategy, nota
branded silverbullet

5 BE HONEST

NIST CSF 2.0 - nist.gov/ cybe rframework

DHAMMA x DIGITAL TRUST APPENDIX e 53



ESSENTIAL IDEAS

DNS /domain /femailprotection checklist

1 DOMAIN

2 DNS

3 EMAIL

4 CERTIFICATES

5 DEPENDENCIES

CISA CPG - cisa.gov/cybersecurity-pe rformance-goals

DHAMMA x DIGITAL TRUST

Registry/registrar MFA,locked access,
controlled recovery contacts

Documentzone changes, restrictadminaccess,
monitorchanges

SPF,DKIM and DMARUC planned with
testing/monitoring

Track TLS expiryandrenewalautomation

Prepare forDNS provideroutage and
unauthorized delegation

APPENDIX e 54



ESSENTIAL IDEAS

Linux & web-serverhardening checklist

Maintain supported OS /runtime;remove

1 PATCH .
obsolete plugins and packages

o ear Key-based authentication and restricted
administratoraccess

iR HTTPS,secure headers/cookies and r reasonable
upload lim its

4 SECRETS Nocredentials incode,logs orpublic backups

Restore testincluding config, DB and
dependency order

5 BACKUPS

Protected centrallogs;alerton high-impact

6 LOGS .. ) .
administrative actions

CIS Controlsv8.1 - cisecurity.org/controls/v8-1
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ESSENTIAL IDEAS

Authentication & authorization testexamples

Rejectinvalid credentials; review lockout/rate
lim it trade-offs

1 LOGIN

Secure cookies,session rotation,logout
invalidation

2 SESSION

3 ROLE Customercannotreadanothercustomerrecord

Staff-only endpoints deny unauthenticated or
unprivileged users

4 ADMIN

Resetflow verifies identity; tokens single-use
andshort-lived

5 RECOVERY

OWASP ASVS V5.0 - owasp.org/www-proje ct-application-security-verification-standard/
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ESSENTIAL IDEAS

Software supply-chain security

Versioned listofcomponents and transitive
dependencies

1 INVENTORY

Approved registries; review maintainerand
package provenance

2 SOURCE

ProtectCI/CD runners,tokens, signing material
and artifacts

3 BUILD

Patch widely exploited vulnerabilities with
staging and rollback

4 UPDATE

Perform code/dependency/secretscanning and
exception tracking

5 REVIEW

OWASP Top 10:2025 - top10.owasp.org | OWASP ASVS v5.0 - owasp.org/ www-proje ct-application-security-verification-standard/
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ESSENTIAL IDEAS

Logging thatproduces aresponse

Log significantauthentication and administrative
events

COLLECT

[

Limitaccess;synchronize clocks;resist
tampering

2 PROTECT

Escalate meaningfuldeviations: privilege

3 ALERT
change,unusualexport

Testthata human actuallyreceives and triages

4 REHEARSE
the alert

Keeponly whatis justified by risk,law and

5 RETENTION .
business needs

OWASP Top 10:2025 - top10.owasp.org
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FROM CONCEPT TOACTION

Data minimization:why itreduces risk

COLLECT PROTECT DELETE

Setretention &
disposalpolicy;
validate deletion

Ask whethereach field Encrypt,isolate, log
iSs necessary sensitive access
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FROM CONCEPT TOACTION

Recoveryobjectives:a worked example

1 2 3
RTO RPO TEST
| IIIustratlve:- | Illus trative: P rove both in a tim e d
service returns within 4 tolerateup to 1l hlost

restore drill
h changes
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ILLUSTRATION

Illus trative five-by-five risk m atrix

ILLUSTRATIVE
scoring m atrix
Use context,
evidence, and
ownherreview.

Impact

10

12

15

Likelihood >

12

16

20

10

15

20

25
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ESSENTIAL IDEAS

Riskregistertemplate:required fields

1 ASSET +OWNER

2 THREAT+ WEAKNESS

3 EVIDENCE

4 DECISION

5 DUE DATE

6 RESIDUAL RISK

NIST CSF 2.0 - nist.gov/ cybe rframework

DHAMMA x DIGITAL TRUST

W hatis atrisk and who is accountable?

W hateventis plausible and why?

W hatvalidates the exposure and estimated
im pact?

Treat,transfer,avoid orexplicitly acceptrisk

W ho implements which controlby when?

W hatremains aftervalidation and whattriggers
review?
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AUDIENCE EXERCISE - FICTIONAL

Tabletop:ransomware on a website

Users reportencryption notices on a public service;the backup console
may share admin credentials.

1 2 3 4
W hatmustbe How preserve Canbackups How
isolated? evidence? survive? communicate?

FACILITATOR TAKEAWAY - Use anincidentlead,separated credentials,tested backups and
credible status updates.

NIST SP 800-61r3 - csrc.nist.gov/pubs/sp/800/61/r3/final
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AUDIENCE EXERCISE - FICTIONAL

Tabletop: phishing through messaging

A staffmembergets a Messengermessage claiming tobe IT support
andasking foran OTP.

Verify via which

channel? Should OTP be shared? W hatifalreadyshared?

FACILITATOR TAKEAWAY - Nevershare a one-time code;reportquickly; revoke sessions and review
activity ifcompromised.
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RIGHT-SIZED CONTROLS

Security measures by organization size

GROWING

MICRO /JCOMMUNITY SMALLBUSINESS ORGANIZATION
MFA,managed Rolereview,secure Formalrisk register,
hosting,updates, developmentchecks, advanced monitoring,
backups, basic alerting,supplier secure ClI/CD, periodic
incidentcontacts, staff oversight, restore tests, resilience
training. drills. exercises.

CISA CPG - cisa.gov/cybersecurity-performance-goals | CIS Controlsv8.1 - cisecurity.org/controls/v8-1
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ESSENTIAL IDEAS

Sample weekly evidence ledger

1 MFA

2 PATCH

3 ACCESS

4 BACKUP

5 ALERTS

6 ACTIONS

CIS Controlsv8.1 - cisecurity.org/controls/v8-1

DHAMMA x DIGITAL TRUST

Privileged-usercoverage andnew recovery
exceptions

C riticalexposures:age, mitigation, owner,due
date

Accountadditions/removals andreviews

Mostrecentsuccessfulrestore andissues

Im portantdetection outcomes and missed
escalations

Open majorcorrective tasks; blockers;decisions
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ESSENTIAL IDEAS

Business continuity: offline-firstthinking

Alternative communication planwheninternetis

1 CONNECTIVITY .
unreliable

UPS forcriticaldevices;gracefulshutdown and
recovery steps

2 POWER

Deputies forkey decisions; protectphone
recovery accounts

3 PEOPLE

Documenthosting, DNS ,payments andsupport

4 VENDORS )
dependencies

Simple status message and fallback contact

5 CUSTOMERS
m ethod

CISA CPG - cisa.gov/cybersecurity-pe rformance-goals
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ESSENTIAL IDEAS

LocalLLM security architecture

HOST

[

2 MODEL

3 WEBUI
4 DATA
5 TOOLS

6 OUTPUT

CISA CPG - cisa.gov/cybersecurity-pe rformance-goals

DHAMMA x DIGITAL TRUST

Patch OS ,restrictnetwork interfaces and rem ote
access

Track provenance/license;scanandapprove
downloaded weights

Access control,logging,backups, trusted
updates

Minimize promptlogs andaccess to confidential
file s

Sandbox generated code;disable unnecessary
privileged integrations

Fact-check sources andrequire change
approval
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PRACTICAL CONTROL EXAMPLE

SaferAlprompting:before /after

RISKY INPUT SAFER INPUT

“Hereis asynthetic schema and
redacted error.Propose steps;list
risks,tests androllback. Do not
execute anything.”

“Hereis ourlive database dum p
androotSSH key.Fixeverything
automatically.”
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ESSENTIAL IDEAS

Incidentcommunications:avoid these mistakes

Donotclaim “no data accessed”whenevidence

1 FALSE CERTAINTY .
is incom plete

> PUBLIC SPECULATION Describe confirmedscope andwhatis stillunder

review
3 BLAME CULTURE Protectreporting and preserve accountability
4 DELETION Donotdestroy evidence unintentionally

Consultcounsel/privacy leads on sector-and

5 LEGAL OBLIGATIONS ] ] o o :
jurisdiction-specific duties

NIST SP 800-61r3 - csrc.nist.gov/pubs/sp/800/61/r3/final
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ESSENTIAL IDEAS

Teaching activities:optional5-minute drills

1 PAYMENTFRAUD Check bank-detailchange via a knownchannel

Explain why ID changes mustbe denied server-

2 ACCESS CONTROL )
side

Describe arestore testand identify missing

3 BACKUP ]
dependencies

Removeunnecessary fields from a registration

4 DATAPRIVACY
form

ldentify dangerous assumptions ina generated

5 AICODE
shellcommand

CISA CPG - cisa.gov/cybersecurity-pe rformance-goals
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ESSENTIAL IDEAS

Glossary—D hamma + security

1

SADDHA / SRADDHA

SILA / SUTA / CAGA

PANNA/HIRI/OTTAPPA

MFA /IAM /TLS

RTO /RPO /IR

ASVS /[CSF /CPG

DHAMMA x DIGITAL TRUST

Conviction/confidence (originalBuddhistcontext
m a tters)

Ethicalconduct/learning /generosity

Wisdom /moralconscience /moralcaution

Multi-factorauthentication /identity access /
transportencryption

Recovery time /recovery point/incident
response

Application verification /fcyberframework /
performance goals
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SOURCE NOTES - REVIEWED OCT 2026

Primary references andreading list

M1 MangalaS utta (Khp 5 /S n 2.4 )https://suttafriends.org/sutta/khp5/

D1 Dhana Sutta /AN 7.6 https://www.dhammatalks.org/suttas/AN/AN7_6.html

S1 NISTCSF 2.0 https://www.nist.gov/cyberframework

s2 OWASP Top 10:2025 https://top10.owasp.org/

S3 OWASP ASVS v5.0 https://owasp.org/www-project-application-security-verification-standard/
S4 NISTSP 800-61 Rev.3 https://csrc.nist.gov/pubs/sp/800/61/r3/final

CISA Cybersecurity

S . . o ]
° D A P A e e @ e e https://www.cisa.gov/cybersecurity-performance-goals

CIS CriticalS ecurity

S 5 .Ci ity. -
6 Controls v8.1 https://www.cisecurity.org/controls/v8-1

s7 Verizon DBIR 2026 https://www.yerizon.com/about/news/breach-industry-wide-dbir-finds
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I References andscope

AN 7.6 Dhana Sutta —
https://www.dhammatalks.org/suttas/AN/AN7 _ 6.htm |

MangalaSutta (Sn2.4/Khp5),reputable P ali
translations

NISTCSF2.0—https://www.nist.gov/cyberframework

OWASP Top 10 — https://owasp.org/www-project-top-ten/

CISACPG —https://www.cisa.gov/cross-sector-
cybersecurity-performance-goals




ESSENTIAL IDEAS

Importantlimitations and professionalcare

) NO ABSOLUTE Dhammaandcontrols donotmake alloutcomes
GUARANTEE perfectly safe

, NO LITERAL Modern security comparisons are illustrations,
EQUIVALENCE notcanonicalinstructions

3 NO UNAUTHORIZED Neverscan,exploitoraccess third-party
TESTING systems withoutconsent

. NO COMPLIANCE Frameworks andexamples donotestablish
GUARANTEE jurisdiction-specific compliance

Verify currentadvisories,laws, and software -

5 REVIEW BEFORE USE o )
specific guidance

Khp 5/Sn 2.4 - suttafriends.org/sutta/khp5/ | AN 7.6 - dhammatalks.org/suttas/AN/AN7_6.html | NISTCSF 2.0 - nist.gov/cyberframework | OWASP Top 10:2025 - top10.owasp.org
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More cooif ooy —W ebsite & IT S ecurity

Security is a system ofpeople, process,technology,and
evidence.

ogm-oao%-oeo 'Qo)@lﬁ’



I Security objectives: CIA + resilience

Only authorized people access sensitive inform ation

Dataand configurations remain accurate and

untampered

Services workwhenlegitimately needed

Recoversafely aftererror, attack oroutage




I Threatmodel: whatcango wrong?

Customerdata,DNS,email, website,adminconsole,

backups

Fraudsters, malicious insiders, automated bots

Stale plugins,shared credentials,exposed storage

Privacy harm,downtime, financialloss, reputation




I OWASP Top 10:2025 —R isk areas

Broken Access Control; Security Misconfiguration
Software Supply Chain Failures;Cryptographic Failures

Injection;Insecure Design; Authentication Failures

Software orData Integrity Failures;Logging & Alerting
Failures

Mishandling of ExceptionalC onditions




I Identity & access

Use phishing-resistantMFA forprivileged access where
feasible

Separateadmin and ordinary accounts;restricteach
role

Joiner, mover,leaveraccess reviews and rapid
revocation

Protectpassword resets,recovery keys and service
tokens




I Secure website development

Threatmodel,trustboundaries,authorization decisions

Parameterized SQL,outputencoding, safe uploads

Inventory and patch frameworks, libraries and plugins

Code review, SAST/DAST,authorized penetration
testing




I Infrastructure and DNS

Valid certificates,strong configuration,secure cookies

Protectregistrar, DNS account,zone changes and
DNSSEC where suitable

Segmentdatabases and managementnetworks

Removeunused services;patch;secure backups and
logging




I Backups:canyourestore?

Protected copies,including offline orimmutable where

practical

Backupadmincredentials separate from production

Restore sample data and a whole service inisolation

Agree recovery time (RTO )andrecovery point(R P O)




I NIST CSF 2.0 —S ix functions

Policy, risk appetite, ownership,supplieroversight

Assets,data,dependencies, risks

Id entity, training, patching,encryption, backups

Logs,alerts,anom alies

Contain,communicate, restore and improve




I Incidentresponse: five steps

Validate alertand scope;capture timestamps
R estrictaccess; preserve evidence

Determine affected data,systems androotcause

Rebuild/restore, rotate credentials, verify

N otify as required,documentand testcorrective actions




I Case study—E xposed customerbackup

Public storage link accidentally exposes a customer
database backup

Restrictaccess and preserve logs; alertincidentlead

Determine exposure window, contentand possible
access

Distinguish known facts and uncertainties;legal/privacy
review

Access policy,automated checks,backup isolation




I Casestudy—R ansomware ona web server

Files encrypted; website offline;abnormaladmin activity

Isolate affected host, preserve evidence, activate
response team

Rebuild from trusted source and r restore verified
backups

MFA,patching,networksegmentation,immutable
backups

Calm decisions, truthfulness, concern for affected users




I Security checklist — D a ily

C riticalalerts,suspicious adminlogins and new

exposures

Confirm backup job status and alertfailures

Inspecthigh-risk changes and unexpected accounts

Recordandreportsuspicious events prom ptly




I Security checklist — W e e k ly

Prioritize exploited and high-impactvulnerabilities

Review privileged access andservice accounts

Checkadmininterfaces, certificates and public storage

Testasample backuprestore orcontrol




I Security checklist — M o n th ly

Risk register,vendors,data retention and exceptions

Tabletop anincidentorphishing scenario

Run meaningfulrecovery test

Close corrective actions andupdate documentation




Secure Website: Trust Boundaries

Editable architecture, simplified for a typical small-business web application.

DNS + CDN WEB / APP DATA STORE

HTTPS e MFA e Secure coding ® Segmentation ¢ Logging ® Backups

DEFENSE IN DEPTH e AUTHORIZATION ON EVERY REQUEST



Website Security — Six Essentials

‘ HTTPS / TLS Protect traffic in transit; configure secure cookies
‘ IDENTITY MFA and unique admin accounts
‘ UPDATES Patch OS, CMS, plugins and dependencies

APP SECURITY Validate input; parameterize SQL; encode output

‘ WAF + RATE LIMITS Mitigate selected abusive traffic patterns

NO SINGLE CONTROL MAKES A WEBSITE SECURE



Web App: Build Security into Design

AUTHENTICATE AUTHORIZE

Know who the requester is Check every sensitive action server-side
HANDLE DATA SAFELY REVIEW & TEST

Parameterize queries; encode output Code review, scanning and authorized tests

BROKEN ACCESS CONTROL IS NOT FIXED BY A WAF



OWASP Top 10:2025 — Key Clusters

ACCESS & CONFIG BUILD & SOFTWARE

Access control, security misconfiguration Supply chain, integrity and insecure design
DATA & INPUT OPERATIONS

Cryptography and injection risks Authentication, logging and error handling

USE TOP 10 FOR AWARENESS; VALIDATE WITH THREAT MODELING



Identity: Stronger than a Password

AUTHENTICATION AUTHORIZATION

Use phishing-resistant MFA/passkeys
for high-value accounts where
practical.

Least privilege, separate admin roles,
review access, remove stale accounts.

SECURE EMAIL FIRST: IT OFTEN RESETS EVERYTHING ELSE




IT Infrastructure Security

NETWORK ENDPOINT

Firewall rules, segmentation, VPN / ZTNA EDR, patching, disk encryption, device policy
DATA VISIBILITY

Encryption, DLP where suitable, backups Logs, alert ownership, incident runbooks

LAYERED SECURITY + MONITORING + CONTINUOUS IMPROVEMENT



Network Security: Layers, Not Magic

A simplified design-review sketch based on your original IT Security infrastructure slide.

INTERNET

EDGE / FIREWALL

PUBLIC WEB DATA / APP ADMIN ZONE

Explicit policies ¢ Limited reachability e Alerted changes

SEGMENT PUBLIC, APPLICATION, DATA AND MANAGEMENT ZONES



WAF, IDS/IPS, VPN, EDR

THE RIGHT TOOL, THE RIGHT JOB WHAT THEY DO NOT SOLVE

WAF filters some HTTP abuse; IDS/IPS None replaces secure coding, least
monitors or blocks matched traffic; privilege, patching, malware response
VPN provides network tunnel access. or tested recovery.

COMPLEMENTARY LAYERS — NOT A UNIVERSAL SHIELD




Protect Endpoints & Servers

PATCH HARDEN

Remove unused services; enforce

Update supported systems quickly configuration

MONITOR RECOVER

Rebuild from trusted sources and tested

EDR/logs and detection ownership backups

CONTROL THE CONFIGURATION — VERIFY THE RESULT



Backups: Recovery Must Be Tested

01 COPY 02 ISOLATE 03 RESTORE 04 VERIFY

Protect copies Separate credentials Test regularly Check integrity

A SUCCESSFUL BACKUP JOB IS NOT A SUCCESSFUL RECOVERY



Logging - Detection - Action

COLLECT CORRELATE

Auth, changes, access and app errors Priority alerts, synchronized time
TRIAGE IMPROVE

Owner, severity and playbook Close gaps and tune detection

LOGS ARE ONLY USEFUL WHEN SOMEONE RESPONDS



Incident Response: A Calm Sequence

Y D - ]
01 DETECT 02 CONTAIN 03 ANALYZE 04 RECOVER 05 LEARN
Confirm facts Limit impact Preserve evidence Restore safely Fix cause

PRESERVE EVIDENCE ¢ COMMUNICATE TRUTHFULLY



Case Study: Public Backup Exposure

Fictional scenario for a security tabletop.

A PRIVATE BACKUP BECOMES PUBLIC

First: restrict access and preserve logs. Then assess data scope and notification
obligations.

SILA + SUTA + PANNA + INCIDENT RESPONSE




CHE ... CLE ....; do not stop learning ..., developing, check and secure yourself ... and your circle & soeciet ....

even more ....

Keep on study more ... gradually and SAFELY ++

Stay SAFE and Good Luck ++
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