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31%

B re a c h e s  b e g in n in g  
w ith  e x p lo ita tio n  o f 

v u ln e ra b il itie s

S h a re  o f  in v e s tig a te d  b re a c h e s

48%

B re a c h e s  in v o lv in g  a  
th ird  p a r ty

S h a re  o f  in v e s tig a te d  b re a c h e s

~~ 45% ~
E m p lo y e e s  u s in g  

u n a p p ro v e d  A I  to o ls  
fre q u e n tly

a n d  s o c ia l  E n g in e e r in g  
tra p s

E m p lo y e e - u s e  f ig u re ,  N O T  b re a c h  
s h a r e
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` `̀ `̀ `̀

PEOPLE Ethics · awareness · re p o r tin g

PROCESS Change control · review · I R

TECHNOLOGY
MFA · secure code · b a c k u p s  ,  n o n  
d e fa u lts

EVIDENCE Tests · logs · re s to re d  d a ta



Four Foundations of Digital Trust

SECURITY IS NOT A PRODUCT  •  IT IS A DISCIPLINE
04

PEOPLE

Awareness, capability and ethical conduct

PROCESS

Policies, approvals, exercises and reviews

TECHNOLOGY

Identity, encryption, patches and monitoring

EVIDENCE

Tests, audit trails and verified recoveries



PART 01

မ္ဂဂလာတ ာေး ၃၈ ပါေး

Human flourishing as disciplined action—n o t  a  c h a rm  th a t  g u a ra n te e s  a l l  o u tc o m e s .

DHAMMA  × DIGITAL TRUST     07
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38 Blessings: A Lifelong Path

Maṅgala Sutta (Sn 2.4 / Khp 5): grouped themes, not a substitute for the full traditional list.

GOOD OUTCOMES GROW FROM GOOD CONDITIONS
06

WISE COMPANY

Good influences and good environments

LEARNING & SKILL

Training, knowledge and useful work

ETHICAL RELATIONSHIPS

Honesty, family duties and restraint

HEEDFULNESS & INSIGHT

Mindfulness, patience and wise reflection



Dhamma Meaning vs Digital Analogy

ANALOGY ≠ DOCTRINAL EQUIVALENCE
07

ORIGINAL TEACHING

The suttas concern liberation, ethical 
conduct and wholesome human 
flourishing.

MODERN APPLICATION

We use selected principles as a 
reflective lens for workplace decisions 
and technical safety.



FROM CONCEPT TO ACTION

Maṅgala S u tta :  th e  fu ll  p a th  in  fo u r  m o v e m e n ts

DHAMMA  × DIGITAL TRUST 08

Khp 5 / Sn 2.4 · suttafriends.org/sutta/khp5/

1

1–1 0

W is e  c o m m u n ity ,  
s u ita b le  c o n d itio n s ,  
le a rn in g ,  d is c ip l in e  

a n d  s p e e c h

2

11–2 0

F a m i ly ,  w o rk ,  
g e n e ro s i ty ,  

h a rm le s s n e s s ,  
re s tra in t a n d  
h e e d fu ln e s s

3

21–2 9

R e s p e c t,  h u m il i ty ,  
g ra titu d e ,  p a tie n c e  

a n d  D h a m m a  
d is c u s s io n

4

30–3 8

R e n u n c ia tio n ,  
d e e p e r  in s ig h t a n d  
a  m in d  u n m o v e d  b y  
w o r ld ly  c o n d it io n s



DHAMMA → WORKPLACE EXAMPLES

B le s s in g s  th a t  s p e a k  d ire c tly  to  m o d e rn  w o rk

DHAMMA  × DIGITAL TRUST 09

Khp 5 / Sn 2.4 · suttafriends.org/sutta/khp5/

ပညာရှှိနှင ့် ရပါင့်ေးသင့်ေး = =  ?   < > .    > <  …

C h o o s e  re p u ta b le  m e n to rs ,  
s e c u r ity  re v ie w e rs  a n d  e th i c a l  
p a r tn e rs .

ဗဟုသုတ +  အတတ့်ပညာ
B u ild  c o m p e te n c e ;  k e e p  ru n b o o k s ,  
la b s  a n d  p e e r  le a rn in g .

ဝှိနယ +  ရကာင့်ေးမွ္န့်ရသာစကာေး
A p p ro v a ls ,  in c id e n t tru th fu ln e s s  a n d  
d is c ip l in e d  c h a n g e .

အခပစ့်ကင့်ေးရသာအလုပ့်
A v o id  d e c e p ti v e  b u s i n e s s  a n d  
u n a u th o r iz e d  s e c u r ity  te s tin g .

အပပမ္ာဒ္— မ္ရမ္ ရလျာ  မ္ှု
C o n ti n u o u s  v e r i f ic a ti o n :  lo g s ,  b a c k u p s ,  
a c c e s s  a n d  re v ie w .

သည့်ေး  မ္ှု၊ နှှိမ္ ့် ျမ္ှု
C a lm  in c id e n ts ;  h e a r  c r itic is m  a n d  
im p ro v e  s y s te m s .



PART 02

အ ှိယာဓန ၇ ပါေး

S e v e n  n o b le  tre a s u re s :  s p ir itu a l  m e a n in g s  f irs t;  re s p o n s ib le  
d ig ita l  a p p l ic a tio n s  s e c o n d .

DHAMMA  × DIGITAL TRUST     10



ESSENTIAL IDEAS

Seven noble treasures — c a n o n ic a l  o rd e r

DHAMMA  × DIGITAL TRUST 11

AN 7.6 · dhammatalks.org/suttas/AN/AN7_6.html

1 သဒ္ဓါ · SADDHĀ Confidence in the Tathāgata’s  a w a k e n in g

2 သီလ · SĪLA E th ic a l  re s tra i n t  / k e e p in g  tr a in in g  ru le s

3 ဟှိ ီ · HIRĪ M o ra l  c o n s c ie n c e  re g a rd in g  w ro n g d o i n g

4 ဩတတ ပပ · O T T A P P A M o ra l  c o n c e rn  a b o u t  w ro n g d o in g  a n d  i ts  c o n s e q u e n c e s

5 သုတ · S U T A H e a r in g ,  re ta in i n g  a n d  u n d e rs ta n d in g  g o o d  te a c h in g s

6 စာဂ · CĀGA G e n e ro s i ty ,  fr e e d o m  fro m  s tin g in e s s

7 ပညာ · PAÑÑĀ P e n e tra tiv e  i n s ig h t  in to  a r i s i n g  a n d  p a s s in g  a w a y



ILLUSTRATION

F iv e  q u a litie s  a s  a  p ra c tic a l  le a d e r s h ip  le n s

DHAMMA  × DIGITAL TRUST 12

AN 7.6 · dhammatalks.org/suttas/AN/AN7_6.html

သဒ္ဓါ

Verify

သီလ

Respect

သုတ

Learn

စာဂ

Share

ပညာ

Discern

ETHICAL INTENT  +  EVIDENCE  +  SECURITY CONTROLS



THE PRINCIPLE → THE PRACTICE

သဒ္ဓါ · Saddhā: c o n f id e n c e ,  n o t g u llib i l ity

DHAMMA  × DIGITAL TRUST 13

AN 7.6 · dhammatalks.org/suttas/AN/AN7_6.html

D H A M M A  S E N S E

C o n f id e n c e  in  th e  B u d d h a ’s  
a w a k e n in g  a n d  w h o le s o m e  p ra c tic e .  
I t  is  n o t  s im p ly  tru s tin g  e v e ry  p e rs o n  o r  
e m a i l.

M O D E R N  A N A L O G Y

C h e c k  id e n ti ty  a n d  c la im s ;  v e r i fy  
p a y m e n t c h a n g e s  in d e p e n d e n tly ;  
p re fe r  e v id e n c e  o v e r  p re s s u r e  o r  
s ta tu s .



THE PRINCIPLE → THE PRACTICE

သီလ · Sīla: k e e p  tru s tw o r th y  b o u n d a r ie s

DHAMMA  × DIGITAL TRUST 14

AN 7.6 · dhammatalks.org/suttas/AN/AN7_6.html

D H A M M A  S E N S E

A b s ta in in g  fr o m  k il l in g ,  s te a l in g ,  
s e x u a l m is c o n d u c t,  fa ls e  s p e e c h  a n d  
in to x ic a n ts  le a d in g  to  h e e d le s s n e s s .

M O D E R N  A N A L O G Y

R e s p e c t  a u th o r iz a tio n ,  p ro te c t  
c u s to m e r  d a ta ,  a v o id  fr a u d  a n d  
h a ra s s m e n t,  a n d  re p o rt  in c id e n ts  
tr u th fu l ly .

ငါေးပါေးသီလ



THE PRINCIPLE → THE PRACTICE

သုတ · S u ta :  le a rn in g  b e c o m e s  s h a re d  c a p a b il ity

DHAMMA  × DIGITAL TRUST 15

AN 7.6 · dhammatalks.org/suttas/AN/AN7_6.html

D H A M M A  S E N S E

H e a r in g ,  re m e m b e r in g ,  e x a m in in g  
a n d  u n d e rs ta n d in g  g o o d  te a c h in g s  
re p e a te d ly .

M O D E R N  A N A L O G Y

R e a d  v e n d o r  a d v is o r ie s ;  ru n  s ta ff 
tr a in in g ;  k e e p  p ra c tic a l  ru n b o o k s ;  
re h e a rs e  r e c o v e r y  a n d  s h a r e  le s s o n s .



THE PRINCIPLE → THE PRACTICE

စာဂ · Cāga: g e n e ro s ity  w ith  b o u n d a r ie s

DHAMMA  × DIGITAL TRUST 16

AN 7.6 · dhammatalks.org/suttas/AN/AN7_6.html

D H A M M A  S E N S E

B e in g  g e n e ro u s  a n d  o p e n h a n d e d ,  
fr e e  fro m  th e  s ta in  o f s tin g in e s s .

M O D E R N  A N A L O G Y

M e n to r  c o lle a g u e s ,  s h a re  s e c u re  
te m p la te s ,  h e lp  a f fe c te d  c u s to m e rs  
a n d  d is c lo s e  w e a k n e s s e s  
re s p o n s ib ly .



THE PRINCIPLE → THE PRACTICE

ပညာ · Paññā: d is c e rn m e n t  o f  c o n s e q u e n c e s

DHAMMA  × DIGITAL TRUST 17

AN 7.6 · dhammatalks.org/suttas/AN/AN7_6.html

D H A M M A  S E N S E

S p ir i tu a l  in s ig h t in to  a r is in g  a n d  
p a s s in g  a w a y ,  d ire c te d  to  th e  e n d in g  
o f s u f fe r in g .

M O D E R N  A N A L O G Y

A s k  w h a t c a n  fa il ;  r a te  p la u s ib le  
im p a c ts ;  v a lid a te  A I  o u tp u t;  te s t  
b a c k u p  re s to r e s ;  c h o o s e  
p ro p o rtio n a te  c o n tro ls .



THE PRINCIPLE → THE PRACTICE

ဟှိ ီ +  ဩတတ ပပ:  th e  in n e r  g u a rd ra ils

DHAMMA  × DIGITAL TRUST 18

AN 7.6 · dhammatalks.org/suttas/AN/AN7_6.html

HIRĪ / M O R A L  C O N S C I E N C E

A v o id  d is h o n e s t  a c tio n s  e v e n  w h e n  
n o b o d y  is  w a tc h in g .  E x a m p le :  
re fu s in g  to  b r o w s e  p a tie n t o r  c u s to m e r  
fi le s  o u t  o f c u r io s i ty .

O T T A P P A  / M O R A L  
C O N C E R N

U n d e r s ta n d  p o te n tia l h a rm  a n d  
c o n s e q u e n c e s .  E x a m p le :  re fu s in g  
u n a p p ro v e d  p ro d u c tio n  e x p e r im e n ts  
o r  u n s a fe  d a ta  e x p o r ts .



Five Precepts: Five Digital Commitments

Modern analogies; not literal cyber definitions of the traditional precepts.

ETHICAL RESTRAINT BUILDS A CULTURE OF TRUST
16

NON-HARM Avoid reckless acts that may harm people or critical services

NO STEALING No unauthorized accounts, credentials or customer data

RESPECT Protect consent, dignity and private information

TRUTHFULNESS No phishing, false claims or hidden incidents

HEEDFULNESS No impaired or careless privileged operations



ESSENTIAL IDEAS

Five precepts → fiv e  d ig ita l  in te g r ity  p ro m is e s

DHAMMA  × DIGITAL TRUST 19

AN 7.6 · dhammatalks.org/suttas/AN/AN7_6.html

1 ၁ မ္သတ့်ခြတ့် A v o id  in te n tio n a l  h a rm  a n d  r e c k le s s  a c tio n s  th a t 
c o u ld  in ju re  p e o p le

2 ၂ မ္ ှိုေးယူ D o  n o t a c c e s s  o r  e x tr a c t w h a t h a s  n o t b e e n  
a u th o r iz e d

3 ၃ ကာမ္မှ္ာေးမ္ှုမ္ခပြုံ P ro te c t c o n s e n t,  d ig n ity ,  s e n s itiv e  in fo rm a tio n  
a n d  w o rk p la c e  s a fe ty

4 ၄ မု္သာေးမ္ရခပာ N o  p h is h in g ,  d e c e p tiv e  r e p o r tin g  o r  m a te r ia l  
c o n c e a lm e n t

5 ၅ မူ္ေးယစ့်မ္ှုရရှာင့် A v o id  im p a ir e d  o p e ra ti o n s  a n d  h e e d le s s  
p r iv i le g e d  c h a n g e s



ငါါးပါါးသလီ— D ig ita l  re s p o n s ib ili ty

မသတဖ်ြတ်၊ မထခိိုက်စစ A v o id  d e li b e r a te  d e s tr u c tiv e  a c ti v ity  a n d  n e g l ig e n t  s a fe ty  
im p a c t

မစပါးစသာပစစည်ါး မယူ N o  u n a u th o r iz e d  a c c e s s ,  c r e d e n tia l  th e ft  o r  d a ta  m is u s e

ကာမမ ာါးမှု စ  ာင် R e s p e c t c o n s e n t,  d ig n i ty ,  p r i v a c y ;  p r e v e n t h a r a s s m e n t

မုသာါးမစဖပာ N o  p h is h in g ,  fa b r ic a te d  c la im s  o r  b r e a c h  c o n c e a lm e n t

မူါးယစ်မှု စ  ာင် A v o id  im p a ir e d  p r i v i le g e d  w o r k ;  a p p ly  o p e ra tio n a l  
d is c ip l i n e

D H A M M A  × D IG IT A L  T R U S T 6



AUDIENCE EXERCISE · FICTIONAL

A u d ie n c e  e x e r c is e :  W o u ld  y o u  tru s t  th is  in s tru c tio n ?

DHAMMA  × DIGITAL TRUST 20

A  “C E O ” e m a i l u r g e n tly  re q u e s ts  a  n e w  b a n k  a c c o u n t fo r  to m o rr o w ’s  
in v o ic e .

1

W h a t lo o k s  le g i tim a te ?

2

W h a t n e e d s  v e r if ic a tio n ?

3

W h ic h  s a fe r  c h a n n e l?

FACILITATOR TAKEAWAY · C o n firm  th ro u g h  a  k n o w n  n u m b e r  o r  e s ta b lis h e d  a p p ro v a l  p a th ,  n o t th e  
e m a il  its e lf.



PART 03

C y b e rs e c u r ity  fu n d a m e n ta ls

R e d u c e  te c h n ic a l  r is k  w ith  la y e r e d ,  te s ta b le  c o n tr o ls .

DHAMMA  × DIGITAL TRUST     21



DATA SNAPSHOT

Think like a risk owner—n o t  o n ly  a  to o l  b u y e r

DHAMMA  × DIGITAL TRUST 22

NIST CSF 2.0 · nist.gov/cyberframework

6
N IS T  C S F  2 .0  fu n c tio n s  o rg a n iz e  
g o v e rn a n c e ,  r is k  u n d e rs ta n d in g ,  
p ro te c tio n ,  d e te c tio n ,  re s p o n s e  
a n d  re c o v e ry .

D a ta  d e s c r ib e s  o b s e r v e d  b re a c h e s  in  th e  
c ite d  s tu d y  p e r io d .  I t is  N O T  a  fo r e c a s t  fo r  
y o u r  o r g a n iz a tio n .



ILLUSTRATION

N IS T  C S F  2 .0 :  s ix  fu n c tio n s  in  o n e  s y s te m

DHAMMA  × DIGITAL TRUST 23

NIST CSF 2.0 · nist.gov/cyberframework

G O V E R N

Responsibility I D E N T IF Y

Assets & risk

P R O T E C T

Reduce harmD E T E C T

Spot anomalies

R E S P O N D

Contain & inform

R E C O V E R

Restore & learn
R I S K

M A N A G E M E
N T



ESSENTIAL IDEAS

T h re a t- m o d e l  th e  c r itic a l  p a th

DHAMMA  × DIGITAL TRUST 24

CISA CPG · cisa.gov/cybersecurity-performance-goals

1 A S S E T S
I d e n tity  p ro v id e r ,  e m a il ,  D N S ,  w e b s ite ,  c u s to m e r  
d a ta ,  b a c k u p s

2 T H R E A T S
C re d e n tia l  c o m p ro m is e ,  e x p lo ita tio n ,  d a ta  
e x p o s u re ,  fr a u d ,  o u ta g e

3 W E A K N E S S E S
E x p o s e d  a d m in  p o r ta ls ,  o u td a te d  p lu g in s ,  
o v e rp r iv i le g e d  to k e n s

4 C O N S E Q U E N C E S
P r iv a c y  im p a c t,  f in a n c ia l  fra u d ,  d o w n tim e ,  
r e p u ta tio n a l  h a rm

5 C O N T R O L S , P o lo c ie s
M F A ,  s e c u re  c o d e ,  p a tc h in g ,  s e g m e n ta ti o n ,  
lo g g in g ,  r e s to re  te s ts



ILLUSTRATION

A  s e c u re  w e b s ite  h a s  m u ltip le  tru s t b o u n d a r ie s

DHAMMA  × DIGITAL TRUST 25

OWASP Top 10:2025 · top10.owasp.org

CUSTOMER

Browser / app

EDGE

DNS + CDN/WAF

APP

Web + API

DATA

DB + backups

AUTHN + AUTHZ PATCH + SECRETS LOG + ALERT RESTORE TEST

Controls must protect EACH trust boundary—not only the login page.



CISA CPG / CIS CONTROL THEMES
H ig h - im p a c t b a s e l in e :  s ta r t h e re

DHAMMA  × DIGITAL TRUST 26
CISA CPG · cisa.gov/cybersecurity-performance-goals  |  CIS Controls v8.1 · cisecurity.org/controls/v8-1

0 1   S e c u re  id e n ti ty

M F A  fo r  a d m in s  a n d  e m a il ;  n o  
s h a re d  p r iv i le g e d  a c c o u n ts .

0 2   C o n tro l  e x p o s u re

I n v e n to ry  a n d  p a tc h  in te rn e t- fa c in g  
s e r v e r s  a n d  s o ftw a re .

0 3   P ro te c t c ri tic a l d a ta

M in im iz e ,  c la s s ify ,  e n c ry p t,  b a c k  u p  
a n d  c o n tro l  a c c e s s .

0 4   D e te c t a c tio n a b le  e v e n ts

A le r t o n  u n u s u a l  a d m in  lo g i n s ,  
e x p o r ts  a n d  c o n fig  c h a n g e s .

0 5   P ra c tic e  re c o v e ry

P ro te c te d  b a c k u p s  a n d  a c tu a l  
r e s to re  te s ts .

0 6   A s s ig n  a c c o u n ta b i lity

N a m e d  o w n e r ,  e s c a la tio n  p a th ,  
b u s in e s s  im p a c t a n d  r e v ie w .



FROM CONCEPT TO ACTION

O W A S P  T o p  1 0 : 2 0 2 5  in  fo u r  le a rn in g  c lu s te r s

DHAMMA  × DIGITAL TRUST 27

OWASP Top 10:2025 · top10.owasp.org

1

A C C E S S

A 0 1  B ro k e n  
A c c e s s  C o n tro l

A 0 7  A u th e n tic a tio n  
F a i lu re s

2

C O N F IG  +  
S U P P L Y

A 0 2  
M is c o n fig u ra tio n
A 0 3  S u p p ly  C h a in  

F a i lu re s
A 0 4  C ry p to g ra p h ic  

F a i lu re s

3

C O D E  +  
D E S I G N

A 0 5  I n je c t io n

A 0 6  I n s e c u re  
D e s ig n

A 0 8  I n te g r ity  
F a i lu re s

4

O P E R A T IO N S

A 0 9  L o g g in g  &  
A le r t in g

A 1 0  E x c e p tio n a l  
C o n d it io n s



AUDIENCE EXERCISE · FICTIONAL

A  b ro k e n - a c c e s s - c o n tro l  e x a m p le

DHAMMA  × DIGITAL TRUST 28

OWASP Top 10:2025 · top10.owasp.org

A  c u s to m e r  c h a n g e s  /o rd e r s /1 0 4 2  to  /o rd e r s /1 0 4 3  a n d  s e e s  a n o th e r  
p e r s o n ’s  in v o ic e .

1

W h o  s h o u ld  b e  
d e n ie d ?

2

W h e re  e n fo rc e  
c h e c k s ?

3

W h a t te s t p ro v e s  fix ?

FACILITATOR TAKEAWAY · E n fo rc e  o b je c t a u th o r iz a tio n  s e rv e r - s id e  o n  E V E R Y  re q u e s t;  te s t  a s  
m u ltip le  ro le s .



FROM CONCEPT TO ACTION

I d e n tity :  v e r ify ,  a u th o r iz e ,  m o n ito r

DHAMMA  × DIGITAL TRUST 29

NIST SP 800-63-4 · csrc.nist.gov/pubs/sp/800/63/4/final

1

A U T H E N T I C A T E

P a s s k e y s  / p h is h in g -

re s is ta n t M F A  w h e re  
fe a s ib le ;  p ro te c t  e m a i l  a n d  

re c o v e ry

2

A U T H O R I Z E

S e rv e r - s id e  ro le  c h e c k s ;  
le a s t p r iv i le g e ;  re v ie w  
jo in e rs /m o v e r s /le a v e r s

3

R E C O V E R

R o ta te  a f fe c te d  to k e n s ;  
re v o k e  s e s s io n s ;  s e c u re  
b a c k u p  a u th e n tic a t io n



ESSENTIAL IDEAS

S e c u re - b y - d e s ig n  a p p lic a tio n  c h e c k lis t

DHAMMA  × DIGITAL TRUST 30

OWASP ASVS v5.0 · owasp.org/www-project-application-security-verification-standard/

1 D E S IG N
I d e n tify  d a ta  f lo w s ,  a b u s e  c a s e s ,  tru s t 
b o u n d a r ie s ,  h ig h - r is k  fe a tu re s

2 B U I L D
U s e  p a ra m e te r iz e d  S Q L ;  c o n te x t- a w a re  o u tp u t 
e n c o d in g ;  s a fe  f i le  h a n d lin g

3 D E P E N D E N C I E S
I n v e n to ry  S B O M /re p o s ito r ie s ,  p a tc h ,  v e r ify  
p a c k a g e  p ro v e n a n c e

4 V E R I F Y
P e e r  c o d e  r e v ie w ,  te s t a u th z ,  s c a n  c o d e  a n d  
d e p e n d e n c ie s

5 O P E R A T E
S e c u re  c o n fig u ra tio n ,  s e c re ts  ro ta tio n ,  a le r tin g  
a n d  r e c o v e ry



THE PRINCIPLE → THE PRACTICE

B a c k u p s  a re  n o t  re s il ie n c e  u n til  te s te d

DHAMMA  × DIGITAL TRUST 31

CISA CPG · cisa.gov/cybersecurity-performance-goals

W E  H A V E  A  B A C K U P

“T h e  d a s h b o a rd  i s  g re e n .  W e  h a v e  
n e v e r  re s to re d  th e  a p p lic a tio n  a n d  
d a ta b a s e  to g e th e r .”

W E  C A N  R E C O V E R

“R e s to r e s  a re  te s te d  w ith  k n o w n  
o w n e r s ,  d e p e n d e n c ie s ,  
R T O /R P O  ta r g e ts  a n d  s e p a ra te  
b a c k u p  c re d e n tia ls .”



ILLUSTRATION

I n c id e n t  re s p o n s e  is  a  re h e a r s e d  s e q u e n c e

DHAMMA  × DIGITAL TRUST 32

NIST SP 800-61r3 · csrc.nist.gov/pubs/sp/800/61/r3/final

D E T E C T T R IA G E C O N T A IN R E C O V E R L E A R N

D o c u m e n t o w n e rs h ip  a n d  c o m m u n ic a tio n s  a c ro s s  a ll fiv e  s te p s



AUDIENCE EXERCISE · FICTIONAL

T a b le to p :  a  p u b lic  b a c k u p  is  d is c o v e re d

DHAMMA  × DIGITAL TRUST 33

NIST SP 800-61r3 · csrc.nist.gov/pubs/sp/800/61/r3/final

A  c lo u d  fo ld e r  e x p o s e s  a  c u s to m e r - c o n ta c t  b a c k u p .  N o b o d y  k n o w s  
w h e th e r  i t w a s  a c c e s s e d .

1

F i rs t 1 5  m in u te s ?

2

P r e s e r v e  w h ic h  
e v id e n c e ?

3

W h o  n e e d s  a  c a ll?

4

H o w  to  p re v e n t 
r e p e a t?

FACILITATOR TAKEAWAY · R e s tr ic t  a c c e s s ;  p re s e rv e  lo g s ;  s c o p e  e x p o s u re ;  fo llo w  le g a l/p r iv a c y  
p ro c e s s ;  f ix  th e  ro o t c a u s e .



PART 04

R e s p o n s ib le  b u s in e s s  a n d  A I

E th ic a l  l e a d e r s h ip  +  o p e r a tio n a l  c o n tr o l s  +  h u m a n  a c c o u n ta b il i ty .

DHAMMA  × DIGITAL TRUST     34



FROM CONCEPT TO ACTION

C u s to m e rs  d e s e rv e  th re e  a s s u ra n c e s

DHAMMA  × DIGITAL TRUST 35

1

R E S P E C T

M in im a l  d a ta  c o l le c t io n ;  
c le a r  a n d  lim ite d  p u rp o s e s

2

T R U T H

A c c u ra te  c la im s ,  h o n e s t 
b re a c h  c o m m u n ic a tio n s ,  

n o  d a rk  p a tte rn s

3

R E C O V E R Y

D o c u m e n te d  s u p p o r t,  
te s te d  re s to ra tio n  a n d  
in c id e n t o w n e r s h ip



AUDIENCE EXERCISE · FICTIONAL

A I - g e n e ra te d  s e c u r ity  a d v ic e :  a p p ro v e  o r  re fu s e ?

DHAMMA  × DIGITAL TRUST 36

A n  A I  a s s is ta n t s u g g e s ts :  “D is a b le  a u th e n tic a tio n  te m p o r a r ily  to  s o lv e  
th e  w e b s ite  o u ta g e .”

1

W h a t is  th e  im p a c t?

2

W h ic h  fa c ts  a re  m is s in g ?

3

C a n  w e  te s t s a fe ly ?

FACILITATOR TAKEAWAY · D o  n o t m a k e  a n  u n s a fe  p ro d u c tio n  c h a n g e  w ith o u t e v id e n c e ,  a p p ro v a l 
a n d  ro llb a c k .



CLOUD OR SELF-HOSTED

R e s p o n s ib le  A I :  fiv e  p ra c tic a l  b o u n d a r ie s

DHAMMA  × DIGITAL TRUST 37

P ro te c t p ro m p ts

R e d a c t c re d e n tia ls ,  
c u s to m e r  r e c o rd s  a n d  
in c id e n t s e c re ts .

V e r ify  a n s w e rs

C h e c k  o ff ic ia l  d o c s ;  d o  
n o t in v e n t c i ta tio n s  o r  
c o m m a n d s .

S a n d b o x  c o d e

R e v ie w  p r iv i le g e s ;  te s t 
s c r ip t e ffe c ts  b e fo re  
p ro d u c tio n .

L o c k  d o w n  lo c a l A P I s

A u th ,  f ir e w a ll ,  lo g g in g ,  
m o d e l  p ro v e n a n c e  a n d  
b a c k u p  p o lic y .

H u m a n  d e c is io n  o w n e r

N a m e d  a p p ro v e r  fo r  
d e p lo y m e n t,  c u s to m e r  
a n d  le g a l  im p a c t.



ESSENTIAL IDEAS

F iv e  m e a s u ra b le  in d ic a to r s  fo r  le a d e r s h ip

DHAMMA  × DIGITAL TRUST 38

CIS Controls v8.1 · cisecurity.org/controls/v8-1

1 M F A  C O V E R A G E
S h a re  o f  p r i v i le g e d  a c c o u n ts  u s in g  M F A ;  c h e c k  
r e c o v e ry  p a th s

2 E X P O S U R E  A G E
D a y s  c r itic a l  e x te rn a l  v u ln e ra b i l itie s  r e m a in  
u n m itig a te d

3 R E S T O R E  S U C C E S S C a n  a  c r i ti c a l  s e r v ic e  b e  re s to re d  a n d  v a l id a te d ?

4 R E S P O N S E  T IM E
T im e  to  d e te c t,  e s c a la te  a n d  c o n ta in  c o n firm e d  
in c id e n ts

5 L E A R N IN G  L O O P
H ig h - im p a c t c o r re c tiv e  a c tio n s  c lo s e d  a n d  r e -
te s te d



A REALISTIC STARTER PROGRAM

3 0  / 6 0  / 9 0  d a y  im p le m e n ta tio n  (  s a m p le  o n ly  )

DHAMMA  × DIGITAL TRUST 39

CISA CPG · cisa.gov/cybersecurity-performance-goals  |  CIS Controls v8.1 · cisecurity.org/controls/v8-1

DAYS 1–3 0

N a m e  o w n e r s ;  
in v e n to ry  c r itic a l  
a s s e ts ;  s e c u re  
e m a il/a d m in  M F A ;  
p a tc h  e x p o s e d  
s y s te m s ;  p ro te c t 
b a c k u p s .

DAYS 31–6 0

R e v ie w  ro le s ;  h a rd e n  
D N S ,  C E R T s  a n d  
s e r v e r  s e ttin g s ;  u p d a te  
d e p e n d e n c ie s ;  d e fin e  
a le r t ru le s  a n d  
r e s p o n s e  c o n ta c ts .

DAYS 61–9 0

T e s t s e r v ic e  r e s to re ;  
ta b le to p  a  b re a c h ;  
r e v ie w  a c c e s s  
c o n tro ls ;  m e a s u re  
g a p s ;  fu n d  n e x t r i s k  
p r io r itie s .



AUDIENCE EXERCISE · FICTIONAL

C lo s in g  e x e r c is e :  o n e  c o m m itm e n t  fo r  s e v e n  d a y s

DHAMMA  × DIGITAL TRUST 40

C h o o s e  th e  s in g le  im p ro v e m e n t  y o u  c a n  a c tu a l ly  d e l iv e r  b y  n e x t w e e k .

1

W h ic h  s y s te m  i s  
c r itic a l?

2

W h a t is  th e  
w e a k e s t c o n tr o l?

3

W h o  o w n s  th e  fi x ?

4

W h a t p ro o f  w ill 
w e  k e e p ?

FACILITATOR TAKEAWAY · A  n a m e d  o w n e r  +  a  te s ta b le  o u tc o m e  is  s tro n g e r  th a n  a n  in s p ira tio n a l  
p ro m is e .



M a in  m e s s a g e

သလီ ယ ုကြည်မှုတည်ဆ ာြ်ခြငါ်း— h o n e s ty ,  r e s p e c t,  a c c o u n ta b i l ity

သတု သိပပ ၊ နည်ါးပညာ၊ အဆတ ွေ့အကြ ြုံမှ သငယ်ူခြငါ်း

ပညာ အန္တရာယ်ြို ြ ွဲခြာါးသိခမင၍် သင ဆ်တာ်ဆသာ c o n tr o l  ဆရ ါးြျယခ်ြငါ်း

သတိ A le r t,  c h a n g e ,  b a c k u p  န္ငှ ် လူ  အမာှါးမျာါးြို မဆမ မဆလျာ ဆစာင က်ြည ်ခြငါ်း
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ESSENTIAL IDEAS

S e v e n  ta k e a w a y s  w o r th  re m e m b e r in g

DHAMMA  × DIGITAL TRUST 41

AN 7.6 · dhammatalks.org/suttas/AN/AN7_6.html  |  Khp 5 / Sn 2.4 · suttafriends.org/sutta/khp5/

1 သဒ္ဓါ C o n fid e n c e  g ro u n d e d  in  w h o le s o m e  g u id a n c e ;  
v e r ify  o p e ra tio n a l  c l a im s

2 သီလ S ta y  in s id e  e th i c a l  a n d  te c h n ic a l  a u th o r iz a tio n  
b o u n d a r ie s

3 ဟှိ ီ / ဩတတ ပပ C o n s c ie n c e  a n d  c o n c e rn  r e s tr a in  m is u s e  o f  
p o w e r

4 သုတ K e e p  le a rn in g ,  d o c u m e n tin g ,  p ra c tic in g  a n d  
s h a r in g  le s s o n s

5 စာဂ G iv e  h e lp  a n d  k n o w le d g e  w ith o u t d is c lo s in g  
c o n fid e n tia l  d a ta

6 ပညာ U n d e r s ta n d  c a u s e s ,  tra d e - o ffs ,  e v id e n c e  a n d  
r e s id u a l  r i s k

7 အပပမ္ာဒ္ B u ild  o n g o in g  a tte n tio n ,  n o t a  o n e - tim e  s e c u r ity  
c a m p a ig n



ESSENTIAL IDEAS

နှိဂ ုေး ျြုံပ့်—ယရန  မှ္ စ၍လက့်ရတွေ့အသ ုေး ျ န့်

DHAMMA  × DIGITAL TRUST 42

AN 7.6 · dhammatalks.org/suttas/AN/AN7_6.html

1 သဒ္ဓါ အခ ြေြံေတရ ားက ို ယံိုကကည်ကျင ်သံိုားပ  ား အလို ်ြေွင်တင်ွ သက်ခသက ိုလည်ား စစ်ခ ား ါ။

2 သီလ အ ြေ ားသူ၏ ခေတ ၊ က ိုယ်ခရားလံို ြံေြုံမှုနှင ် ြွေင ်  ြုံြေျက်က ို ခလားစ ား ါ။

3 သုတ သင်ယူမှု၊ မှတ်တမ်ားတင်မှုနှင ် ခလ ကျင ်စမ်ားသ ်မှု မရ ်တန   ်ါနှင ်။

4 စာဂ အနတရ ယ်မ ြစ်ခစခသ  ည ၊ အကူအည နှင ် အခတွေ့အကကံြုံမျ ား မျှခေ ါ။

5 ပညာ အနတရ ယ်၏ အခကက င်ားရင်ားက ို သ  မင်၍သင ်ခတ ်ခသ က ကွယ်မှုက ို ခရွားြေျယ် ါ။



PART END

Q u e s tio n s  &  D is c u s s io n

သ လ ြင ် ယံိုကကည်မှု •သိုတ ြင ် ခလ လ မှု • စ ဂ ြင ် အကျ  ြုံား  ြုံမှု •  ည  ြင ်  င် ြေင်မှု
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PART A

D E E P - D IV E  A P P E N D IX

O p tio n a l  r e fe re n c e s ,  im p le m e n ta tio n  te m p la te s ,  d o c tr in a l  d e ta i l  
a n d  e x tra  d is c u s s io n  a c tiv itie s .

DHAMMA  × DIGITAL TRUST     44



ESSENTIAL IDEAS

Mangala Sutta 1–1 0 :  fo u n d a tio n s

DHAMMA  × DIGITAL TRUST
APPENDIX  •  

45

Khp 5 / Sn 2.4 · suttafriends.org/sutta/khp5/

1 0 1 A v o id in g  a s s o c ia tio n  w ith  th e  fo o l is h

2 0 2 A s s o c ia tin g  w ith  th e  w is e

3 0 3 H o n o r in g  th o s e  w o r th y  o f  h o n o r

4 0 4 L iv in g  i n  a  s u ita b le  p la c e

5 0 5 P re v io u s  m e r ito r io u s  d e e d s

6 0 6 D ire c tin g  o n e s e lf  r i g h tl y

7 0 7 E x te n s iv e  le a rn in g

8 0 8 S k i l le d  c ra ft o r  a r t

9 0 9 W e ll- tr a in e d  d is c ip l i n e

1
0

1 0 W e ll- s p o k e n  s p e e c h



ESSENTIAL IDEAS

Mangala Sutta 11–2 0 :  fa m ily  a n d  c o n d u c t

DHAMMA  × DIGITAL TRUST APPENDIX  •  46

Khp 5 / Sn 2.4 · suttafriends.org/sutta/khp5/

1 1 1 C a r in g  fo r  m o th e r  a n d  fa th e r

2 1 2 C a r in g  fo r  s p o u s e  a n d  c h i ld re n

3 1 3 P e a c e fu l  / u n c o n fu s e d  l i v e l ih o o d  a n d  w o rk

4 1 4 G e n e ro s ity

5 1 5 R ig h te o u s  c o n d u c t

6 1 6 H e lp in g  r e l a ti v e s

7 1 7 B la m e le s s  a c tio n s

8 1 8 A b s ta in in g  fr o m  e v i l

9 1 9 R e s tr a in t fr o m  in to x ic a n ts

1 0 2 0 H e e d fu ln e s s  in  w h o le s o m e  s ta te s



ESSENTIAL IDEAS

Mangala Sutta 21–2 9 :  d is c ip lin e  a n d  d ia lo g u e

DHAMMA  × DIGITAL TRUST APPENDIX  •  47

Khp 5 / Sn 2.4 · suttafriends.org/sutta/khp5/

1 2 1 R e s p e c t

2 2 2 H u m il ity

3 2 3 C o n te n tm e n t

4 2 4 G ra titu d e

5 2 5 T im e ly  h e a r in g  o f  D h a m m a

6 2 6 P a tie n c e

7 2 7 B e in g  e a s y  to  a d v is e

8 2 8 S e e in g  a n d  m e e tin g  r e n u n c ia n ts

9 2 9 T im e ly  d is c u s s io n  o f  D h a m m a



ESSENTIAL IDEAS

Mangala Sutta 30–3 8 :  in s ig h t a n d  p e a c e

DHAMMA  × DIGITAL TRUST APPENDIX  •  48

Khp 5 / Sn 2.4 · suttafriends.org/sutta/khp5/

1 3 0 A u s te r ity  / s e lf - r e s tr a in t

2 3 1 T h e  h o ly  l i fe
3 3 2 S e e in g  th e  N o b le  T ru th s

4 3 3 Realization of Nibbāna

5 3 4 M in d  u n s h a k e n  b y  w o r ld l y  c o n d itio n s

6 3 5 S o r ro w le s s n e s s

7 3 6 F re e d o m  fr o m  d e fi le m e n t

8 3 7 S e c u r ity  a n d  p e a c e  o f  m in d

9 3 8
U n c o n q u e re d  / s e c u re  th ro u g h  fu lf i l l in g  th e s e  
b le s s in g s



မဂဂလာတားာါး ၃၈ ပါါးမ သငခ်န်ါးစာ

ပညာ  ိသနူ င  ် စပါငါ်းသငါ်း R e l ia b le  m e n to rs ,  e th ic a l  e x p e r ts ,  tr u s te d  s o u r c e s

အတတပ်ညာန င ် ဗဟုသတု T e c h n ic a l  c o m p e te n c y  a n d  c o n tin u o u s  p r o fe s s io n a l  d e v e lo p m e n t

စည်ါးကမ်ါး  ိဖခငါ်း C h a n g e  c o n tr o l ,  a p p r o v a ls ,  c h e c k li s ts ,  a u d it  tr a i l

စကာငါ်းမွန်စသာစကာါး H o n e s t c u s to m e r  c o m m u n ic a tio n  a n d  in c id e n t r e p o r tin g

အပပမာဒ္န င ် သတိ M o n ito rin g ,  r e v ie w ,  p r e p a r e d n e s s ,  c a re fu l  d e c is io n s
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FROM CONCEPT TO ACTION

C a n o n ic a l  m e a n in g  v s  c o n te m p o ra ry  a n a lo g y

DHAMMA  × DIGITAL TRUST APPENDIX  •  49

Khp 5 / Sn 2.4 · suttafriends.org/sutta/khp5/  |  AN 7.6 · dhammatalks.org/suttas/AN/AN7_6.html

1

D O C T R IN E

T h e  te a c h in g s  a d d re s s  
e th ic s ,  in s ig h t,  

s u ffe r in g  a n d  l ib e ra ti o n

2

A N A L O G Y

W e  a p p ly  s e l e c te d  
p r in c ip le s  to  

e n g in e e r in g  a n d  
b u s in e s s  ju d g m e n t

3

B O U N D A R Y

C y b e r s e c u r ity  c o n tro ls  
a re  n o t c a n o n ic a l l y  
l is te d  i n  th e  s u tta s



RELATED DHAMMA VALUES (ANALOGIES)

ရမ္တတ ာ၊ ကရုဏာ၊  နတီ— s e c u r ity  c u ltu re

DHAMMA  × DIGITAL TRUST APPENDIX  •  50

Khp 5 / Sn 2.4 · suttafriends.org/sutta/khp5/

ရမ္တတ ာ · Mettā

B e  r e s p e c tfu l;  
m a k e  c u s to m e r  a n d  s ta ff  s e c u r ity  
g u id a n c e  s u p p o r tiv e .

ကရုဏာ · Karuṇā

R e s p o n d  to  a ffe c te d  p e o p le  w ith  
c o n c e rn ,

n o t w ith  b l a m e  o r  in d iffe re n c e .

 နတီ · Khantī

S ta y  p a tie n t w h ile  in v e s tig a tin g ;
a v o id  r a s h  d e s tru c tiv e  a c tio n s .

အပပမ္ာဒ္ · Appamāda

H e e d fu ln e s s :  n o tic e  r is k s ,  
c h e c k  fa c ts  a n d  a c t r e s p o n s ib ly .



ESSENTIAL IDEAS

Greed · aversion · d e lu s io n :  re c o g n iz e  r is k y  in c e n tiv e s

DHAMMA  × DIGITAL TRUST APPENDIX  •  51

1 L O B H A   ( G R E E D )
M is u s e  d a ta  o r  m a n ip u la te  c u s to m e r s  fo r  
r e v e n u e  a t a n y  c o s t

2 D O S A   ( A V E R S IO N )
B la m e  p e o p le  a n d  ta k e  r e ta l ia to r y  a c tio n  d u r i n g  
a n  i n c id e n t

3 M O H A   (D E L U S IO N )
A s s u m e  s e c u r ity  b e c a u s e  “w e  h a v e  a  f ir e w a ll” o r  
“A I  s a id  s o ”

4
P R A C T I C A L  
R E S P O N S E

I n d e p e n d e n t r e v ie w ,  tr a n s p a re n t  m e tr i c s ,  c a re fu l  
c o n tro ls  a n d  h u m il i ty



FROM CONCEPT TO ACTION

R ig h t s p e e c h  in  in c id e n t c o m m u n ic a tio n s

DHAMMA  × DIGITAL TRUST APPENDIX  •  52

Khp 5 / Sn 2.4 · suttafriends.org/sutta/khp5/

1

T R U T H F U L

R e p o r t w h a t is  
c o n firm e d ;  a v o id  
in v e n te d  c e r ta in ty

2

T IM E L Y

I n fo rm  d e s ig n a te d  
p a r tie s  w ith o u t 

u n n e c e s s a r y  d e la y

3

U S E F U L

P ro v id e  p ra c tic a l  n e x t 
s te p s  a n d  p ro te c t 
a ffe c te d  p e o p le



ESSENTIAL IDEAS

Z e ro - tru s t p ra c tic a l  c h e c k lis t

DHAMMA  × DIGITAL TRUST APPENDIX  •  53

NIST CSF 2.0 · nist.gov/cyberframework

1 V E R I F Y  E X P L I C I T L Y
A u th e n tic a te  u s e r s /s e r v ic e s  a n d  c h e c k  
d e v ic e /re s o u r c e  c o n te x t

2 L E A S T  P R IV I L E G E
S c o p e  r ig h ts  b y  a s s e t a n d  ta s k ,  r e v ie w  th e m  
r e g u la r ly

3 A S S U M E  B R E A C H
S e g m e n t s y s te m s ;  p ro te c t l o g s ;  p re p a re  fo r  
c re d e n tia l  c o m p ro m is e

4 C O N T IN U O U S  C H E C K
R e e v a lu a te  s e s s io n s  a n d  r is k y  b e h a v io r  
a c c o rd in g  to  c o n te x t

5 B E  H O N E S T
Z e ro  tru s t is  a n  a r c h ite c tu ra l  s tr a te g y ,  n o t a  
b ra n d e d  s i lv e r  b u lle t



ESSENTIAL IDEAS

D N S  / d o m a in  / e m a il p ro te c tio n  c h e c k lis t

DHAMMA  × DIGITAL TRUST APPENDIX  •  54

CISA CPG · cisa.gov/cybersecurity-performance-goals

1 D O M A IN
R e g is tr y /re g i s tr a r  M F A ,  lo c k e d  a c c e s s ,  
c o n tro l le d  r e c o v e ry  c o n ta c ts

2 D N S
D o c u m e n t z o n e  c h a n g e s ,  r e s tr i c t a d m in  a c c e s s ,  
m o n ito r  c h a n g e s

3 E M A I L
S P F ,  D K IM  a n d  D M A R C  p la n n e d  w i th  
te s tin g /m o n i to r i n g

4 C E R T I F I C A T E S T ra c k  T L S  e x p ir y  a n d  r e n e w a l  a u to m a tio n

5 D E P E N D E N C I E S
P re p a re  fo r  D N S  p ro v id e r  o u ta g e  a n d  
u n a u th o r iz e d  d e le g a tio n



ESSENTIAL IDEAS

L in u x  &  w e b - s e rv e r  h a rd e n in g  c h e c k lis t

DHAMMA  × DIGITAL TRUST APPENDIX  •  55

CIS Controls v8.1 · cisecurity.org/controls/v8-1

1 P A T C H
M a in ta in  s u p p o r te d  O S /ru n tim e ;  r e m o v e  
o b s o le te  p lu g in s  a n d  p a c k a g e s

2 S S H
K e y - b a s e d  a u th e n tic a tio n  a n d  r e s tr ic te d  
a d m in is tr a to r  a c c e s s

3 W E B
H T T P S ,  s e c u re  h e a d e r s /c o o k ie s  a n d  r e a s o n a b le  
u p lo a d  l im its

4 S E C R E T S N o  c re d e n tia ls  i n  c o d e ,  lo g s  o r  p u b lic  b a c k u p s

5 B A C K U P S
R e s to re  te s t in c lu d in g  c o n fig ,  D B  a n d  
d e p e n d e n c y  o rd e r

6 L O G S
P ro te c te d  c e n tra l  lo g s ;  a le r t o n  h ig h - im p a c t 
a d m in is tr a tiv e  a c tio n s



ESSENTIAL IDEAS

A u th e n tic a tio n  &  a u th o r iz a tio n  te s t e x a m p le s

DHAMMA  × DIGITAL TRUST APPENDIX  •  56

OWASP ASVS v5.0 · owasp.org/www-project-application-security-verification-standard/

1 L O G IN
R e je c t in v a l id  c re d e n ti a l s ;  r e v ie w  lo c k o u t/r a te  
l im it tr a d e - o ffs

2 S E S S IO N
S e c u re  c o o k ie s ,  s e s s io n  ro ta tio n ,  lo g o u t 
in v a l id a tio n

3 R O L E C u s to m e r  c a n n o t r e a d  a n o th e r  c u s to m e r  r e c o rd

4 A D M IN
S ta ff- o n ly  e n d p o in ts  d e n y  u n a u th e n tic a te d  o r  
u n p r iv i le g e d  u s e r s

5 R E C O V E R Y
R e s e t f lo w  v e r if ie s  id e n ti ty ;  to k e n s  s in g le - u s e  
a n d  s h o r t- l iv e d



ESSENTIAL IDEAS

S o ftw a re  s u p p ly - c h a in  s e c u r ity

DHAMMA  × DIGITAL TRUST APPENDIX  •  57

OWASP Top 10:2025 · top10.owasp.org  |  OWASP ASVS v5.0 · owasp.org/www-project-application-security-verification-standard/

1 I N V E N T O R Y
V e r s io n e d  l i s t o f  c o m p o n e n ts  a n d  tr a n s itiv e  
d e p e n d e n c ie s

2 S O U R C E
A p p ro v e d  r e g is tr ie s ;  r e v ie w  m a in ta in e r  a n d  
p a c k a g e  p ro v e n a n c e

3 B U I L D
P ro te c t C I /C D  ru n n e r s ,  to k e n s ,  s i g n in g  m a te r ia l  
a n d  a r tifa c ts

4 U P D A T E
P a tc h  w id e ly  e x p lo i te d  v u ln e ra b i l itie s  w ith  
s ta g in g  a n d  ro l lb a c k

5 R E V I E W
P e r fo rm  c o d e /d e p e n d e n c y /s e c re t  s c a n n in g  a n d  
e x c e p tio n  tr a c k in g



ESSENTIAL IDEAS

L o g g in g  th a t p ro d u c e s  a  re s p o n s e

DHAMMA  × DIGITAL TRUST APPENDIX  •  58

OWASP Top 10:2025 · top10.owasp.org

1 C O L L E C T
L o g  s ig n if ic a n t a u th e n tic a tio n  a n d  a d m in is tr a tiv e  
e v e n ts

2 P R O T E C T
L im it a c c e s s ;  s y n c h ro n iz e  c lo c k s ;  r e s is t 
ta m p e r in g

3 A L E R T
E s c a la te  m e a n in g fu l  d e v ia tio n s :  p r iv i le g e  
c h a n g e ,  u n u s u a l  e x p o r t

4 R E H E A R S E
T e s t th a t a  h u m a n  a c tu a l l y  r e c e iv e s  a n d  tr ia g e s  
th e  a le r t

5 R E T E N T IO N
K e e p  o n ly  w h a t is  ju s tif ie d  b y  r is k ,  la w  a n d  
b u s in e s s  n e e d s



FROM CONCEPT TO ACTION

D a ta  m in im iz a tio n :  w h y  it re d u c e s  r is k

DHAMMA  × DIGITAL TRUST APPENDIX  •  59

1

C O L L E C T

A s k  w h e th e r  e a c h  f ie ld  
is  n e c e s s a r y

2

P R O T E C T

E n c r y p t,  is o la te ,  lo g  
s e n s itiv e  a c c e s s

3

D E L E T E

S e t r e te n tio n  &  
d is p o s a l  p o li c y ;  
v a l id a te  d e le tio n



FROM CONCEPT TO ACTION

R e c o v e ry  o b je c tiv e s :  a  w o rk e d  e x a m p le

DHAMMA  × DIGITAL TRUST APPENDIX  •  60

1

R T O

I l lu s tr a tiv e :  
s e r v ic e  r e tu rn s  w ith in  4  

h

2

R P O

I l lu s tr a tiv e :
to le r a te  u p  to  1  h  l o s t 

c h a n g e s

3

T E S T

P ro v e  b o th  i n  a  tim e d  
r e s to re  d r i l l



ILLUSTRATION

I l lu s tra tiv e  fiv e - b y - fiv e  r is k  m a tr ix

DHAMMA  × DIGITAL TRUST APPENDIX  •  61

1 2 3 4 5

2 4 6 8 10

3 6 9 12 15

4 8 12 16 20

5 10 15 20 25

Likelihood →

Impact ↑

I L L U S T R A T IV E  
s c o rin g  m a tr ix
U s e  c o n te x t,  
e v id e n c e ,  a n d  
o w n e r  re v ie w .



ESSENTIAL IDEAS

R is k  re g is te r  te m p la te :  re q u ire d  fie ld s
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NIST CSF 2.0 · nist.gov/cyberframework

1 A S S E T  +  O W N E R W h a t is  a t r is k  a n d  w h o  is  a c c o u n ta b l e ?

2 T H R E A T  +  W E A K N E S S W h a t e v e n t is  p la u s ib le  a n d  w h y ?

3 E V ID E N C E
W h a t v a l id a te s  th e  e x p o s u re  a n d  e s tim a te d  
im p a c t?

4 D E C I S IO N T re a t,  tr a n s fe r ,  a v o id  o r  e x p l i c i tly  a c c e p t r is k

5 D U E  D A T E W h o  im p le m e n ts  w h ic h  c o n tro l  b y  w h e n ?

6 R E S ID U A L  R I S K
W h a t r e m a in s  a fte r  v a l i d a tio n  a n d  w h a t tr ig g e r s  
r e v ie w ?



AUDIENCE EXERCISE · FICTIONAL

T a b le to p :  r a n s o m w a re  o n  a  w e b s ite
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NIST SP 800-61r3 · csrc.nist.gov/pubs/sp/800/61/r3/final

U s e rs  r e p o r t  e n c ry p tio n  n o tic e s  o n  a  p u b lic  s e r v ic e ;  th e  b a c k u p  c o n s o le  
m a y  s h a r e  a d m in  c r e d e n tia ls .

1

W h a t m u s t b e  
is o la te d ?

2

H o w  p r e s e r v e  
e v id e n c e ?

3

C a n  b a c k u p s  
s u rv iv e ?

4

H o w  
c o m m u n ic a te ?

FACILITATOR TAKEAWAY · U s e  a n  in c id e n t  le a d ,  s e p a ra te d  c re d e n tia ls ,  te s te d  b a c k u p s  a n d  
c re d ib le  s ta tu s  u p d a te s .



AUDIENCE EXERCISE · FICTIONAL

T a b le to p :  p h is h in g  th ro u g h  m e s s a g in g
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A  s ta f f m e m b e r  g e ts  a  M e s s e n g e r  m e s s a g e  c la im in g  to  b e  I T  s u p p o rt  
a n d  a s k in g  fo r  a n  O T P .

1

V e r ify  v ia  w h ic h  
c h a n n e l?

2

S h o u ld  O T P  b e  s h a r e d ?

3

W h a t if  a lr e a d y  s h a re d ?

FACILITATOR TAKEAWAY · N e v e r  s h a re  a  o n e - tim e  c o d e ;  re p o r t q u ic k ly ;  re v o k e  s e s s io n s  a n d  re v ie w  
a c tiv ity  i f c o m p ro m is e d .



RIGHT-SIZED CONTROLS

S e c u r ity  m e a s u re s  b y  o rg a n iz a tio n  s iz e
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CISA CPG · cisa.gov/cybersecurity-performance-goals  |  CIS Controls v8.1 · cisecurity.org/controls/v8-1

M IC R O  / C O M M U N IT Y

M F A ,  m a n a g e d  
h o s tin g ,  u p d a te s ,  
b a c k u p s ,  b a s ic  
in c id e n t c o n ta c ts ,  s ta ff 
tr a in in g .

S M A L L  B U S IN E S S

R o le  r e v ie w ,  s e c u re  
d e v e lo p m e n t c h e c k s ,  
a le r tin g ,  s u p p lie r  
o v e r s ig h t,  r e s to re  
d r i l ls .

G R O W IN G  
O R G A N I Z A T IO N

F o rm a l  r is k  re g i s te r ,  
a d v a n c e d  m o n ito r in g ,  
s e c u re  C I /C D ,  p e r io d ic  
te s ts ,  r e s i l ie n c e  
e x e r c is e s .



ESSENTIAL IDEAS

S a m p le  w e e k ly  e v id e n c e  le d g e r
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CIS Controls v8.1 · cisecurity.org/controls/v8-1

1 M F A
P r iv i le g e d - u s e r  c o v e ra g e  a n d  n e w  r e c o v e r y  
e x c e p tio n s

2 P A T C H
C r itic a l  e x p o s u re s :  a g e ,  m itig a tio n ,  o w n e r ,  d u e  
d a te

3 A C C E S S A c c o u n t a d d itio n s /re m o v a ls  a n d  r e v ie w s

4 B A C K U P M o s t r e c e n t s u c c e s s fu l  r e s to re  a n d  is s u e s

5 A L E R T S
Im p o r ta n t d e te c tio n  o u tc o m e s  a n d  m is s e d  
e s c a la tio n s

6 A C T IO N S O p e n  m a jo r  c o r re c tiv e  ta s k s ;  b lo c k e r s ;  d e c is io n s



ESSENTIAL IDEAS

B u s in e s s  c o n tin u ity :  o ff lin e - fir s t  th in k in g
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CISA CPG · cisa.gov/cybersecurity-performance-goals

1 C O N N E C T IV IT Y
A lte rn a tiv e  c o m m u n ic a tio n  p la n  w h e n  in te rn e t is  
u n re l ia b le

2 P O W E R
U P S  fo r  c r iti c a l  d e v ic e s ;  g ra c e fu l  s h u td o w n  a n d  
r e c o v e ry  s te p s

3 P E O P L E
D e p u tie s  fo r  k e y  d e c is io n s ;  p ro te c t p h o n e  
r e c o v e ry  a c c o u n ts

4 V E N D O R S
D o c u m e n t h o s ti n g ,  D N S ,  p a y m e n ts  a n d  s u p p o r t 
d e p e n d e n c ie s

5 C U S T O M E R S
S im p le  s ta tu s  m e s s a g e  a n d  fa l lb a c k  c o n ta c t 
m e th o d



ESSENTIAL IDEAS

L o c a l  L L M  s e c u r ity  a r c h ite c tu re
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CISA CPG · cisa.gov/cybersecurity-performance-goals

1 H O S T
P a tc h  O S ,  r e s tr ic t n e tw o rk  in te r fa c e s  a n d  r e m o te  
a c c e s s

2 M O D E L
T ra c k  p ro v e n a n c e /l i c e n s e ;  s c a n  a n d  a p p ro v e  
d o w n lo a d e d  w e ig h ts

3 W E B  U I
A c c e s s  c o n tro l ,  lo g g in g ,  b a c k u p s ,  tru s te d  
u p d a te s

4 D A T A
M in im iz e  p ro m p t l o g s  a n d  a c c e s s  to  c o n fid e n tia l  
f i le s

5 T O O L S
S a n d b o x  g e n e ra te d  c o d e ;  d is a b le  u n n e c e s s a r y  
p r iv i le g e d  in te g ra tio n s

6 O U T P U T
F a c t- c h e c k  s o u r c e s  a n d  r e q u ir e  c h a n g e  
a p p ro v a l



PRACTICAL CONTROL EXAMPLE

S a fe r  A I  p ro m p tin g :  b e fo re  / a fte r

DHAMMA  × DIGITAL TRUST APPENDIX  •  69

R I S K Y  IN P U T

“H e re  is  o u r  l iv e  d a ta b a s e  d u m p  
a n d  ro o t S S H  k e y .  F ix  e v e ry th in g  
a u to m a ti c a l ly .”

S A F E R  IN P U T

“H e re  is  a  s y n th e ti c  s c h e m a  a n d  
r e d a c te d  e r ro r .  P ro p o s e  s te p s ;  l is t 
r is k s ,  te s ts  a n d  ro l l b a c k .  D o  n o t 
e x e c u te  a n y th in g .”



ESSENTIAL IDEAS

I n c id e n t  c o m m u n ic a tio n s :  a v o id  th e s e  m is ta k e s
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NIST SP 800-61r3 · csrc.nist.gov/pubs/sp/800/61/r3/final

1 F A L S E  C E R T A IN T Y
D o  n o t c l a im  “n o  d a ta  a c c e s s e d ” w h e n  e v id e n c e  
is  i n c o m p le te

2 P U B L I C  S P E C U L A T IO N
D e s c r ib e  c o n firm e d  s c o p e  a n d  w h a t is  s ti l l  u n d e r  
r e v ie w

3 B L A M E  C U L T U R E P ro te c t r e p o r tin g  a n d  p re s e r v e  a c c o u n ta b il ity

4 D E L E T IO N D o  n o t d e s tro y  e v id e n c e  u n in te n tio n a l l y

5 L E G A L  O B L IG A T IO N S
C o n s u lt c o u n s e l/p r iv a c y  le a d s  o n  s e c to r - a n d  
ju r is d ic tio n - s p e c if ic  d u tie s



ESSENTIAL IDEAS

T e a c h in g  a c tiv itie s :  o p tio n a l  5 -m in u te  d r il ls
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CISA CPG · cisa.gov/cybersecurity-performance-goals

1 P A Y M E N T  F R A U D C h e c k  b a n k - d e ta i l  c h a n g e  v i a  a  k n o w n  c h a n n e l

2 A C C E S S  C O N T R O L
E x p la in  w h y  ID  c h a n g e s  m u s t b e  d e n ie d  s e r v e r -
s id e

3 B A C K U P
D e s c r ib e  a  r e s to re  te s t a n d  id e n tify  m is s in g  
d e p e n d e n c ie s

4 D A T A  P R IV A C Y
R e m o v e  u n n e c e s s a r y  fi e ld s  fr o m  a  r e g i s tr a tio n  
fo rm

5 A I  C O D E
I d e n tify  d a n g e ro u s  a s s u m p tio n s  in  a  g e n e ra te d  
s h e l l  c o m m a n d



ESSENTIAL IDEAS

Glossary — D h a m m a  +  s e c u r ity
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1 SADDHĀ / ŚRADDHĀ
C o n v ic tio n /c o n fid e n c e  ( o r i g in a l  B u d d h is t c o n te x t 
m a tte r s )

2 SĪLA / SUTA / CĀGA E th ic a l  c o n d u c t / le a rn in g  / g e n e ro s ity

3 PAÑÑĀ / HIRĪ / O T T A P P A W is d o m  / m o ra l  c o n s c ie n c e  / m o ra l  c a u tio n

4 M F A  / I A M  / T L S
M u lti - fa c to r  a u th e n tic a ti o n  / id e n tity  a c c e s s  / 
tr a n s p o r t e n c ry p ti o n

5 R T O  / R P O  / I R R e c o v e ry  tim e  / r e c o v e ry  p o in t / in c id e n t 
r e s p o n s e

6 A S V S  / C S F  / C P G
A p p lic a tio n  v e r if ic a tio n  / c y b e r  fr a m e w o rk  / 
p e r fo rm a n c e  g o a ls
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P r im a ry  re fe re n c e s  a n d  re a d in g  l is t
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M1 Maṅgala S u tta  ( K h p  5  / S n  2 . 4 )https://suttafriends.org/sutta/khp5/

D1 D h a n a  S u tta  / A N  7 . 6 https://www.dhammatalks.org/suttas/AN/AN7_6.html

S1 N IS T  C S F  2 . 0 https://www.nist.gov/cyberframework

S2 O W A S P  T o p  1 0 :2 0 2 5 https://top10.owasp.org/

S3 O W A S P  A S V S  v 5 . 0 https://owasp.org/www-project-application-security-verification-standard/

S4 N IS T  S P  8 0 0 - 6 1  R e v .3 https://csrc.nist.gov/pubs/sp/800/61/r3/final

S5
C I S A  C y b e rs e c u ri ty  
P e r fo rm a n c e  G o a ls

https://www.cisa.gov/cybersecurity-performance-goals

S6
C I S  C r itic a l  S e c u rity  
C o n tr o ls  v 8 . 1

https://www.cisecurity.org/controls/v8-1

S7 V e r iz o n  D B IR  2 0 2 6 https://www.verizon.com/about/news/breach-industry-wide-dbir-finds



R e fe re n c e s  a n d  s c o p e

D h a m m a AN 7.6 Dhana Sutta —
h ttp s : //w w w . d h a m m a ta l k s . o r g /s u tta s /A N /A N 7 _ 6 . h tm l

M a n g a la M a n g a l a  S u tta  ( S n  2 . 4  / K h p  5 ) ,  r e p u ta b le  P a li  
tra n s la tio n s

C y b e r s e c u r ity NIST CSF 2.0 — h ttp s : //w w w . n i s t.g o v /c y b e r fr a m e w o rk

W e b  s e c u ri ty OWASP Top 10 — h ttp s : //o w a s p . o r g /w w w - p ro je c t- to p - te n /

B a s e lin e CISA CPG — h ttp s : //w w w . c is a . g o v /c ro s s - s e c to r -
c y b e r s e c u r ity - p e r fo rm a n c e - g o a ls
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ESSENTIAL IDEAS

Im p o r ta n t l im ita tio n s  a n d  p ro fe s s io n a l  c a re
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Khp 5 / Sn 2.4 · suttafriends.org/sutta/khp5/  |  AN 7.6 · dhammatalks.org/suttas/AN/AN7_6.html  |  NIST CSF 2.0 · nist.gov/cyberframework  |  OWASP Top 10:2025 · top10.owasp.org

1
N O  A B S O L U T E  
G U A R A N T E E

D h a m m a  a n d  c o n tro ls  d o  n o t m a k e  a l l  o u tc o m e s  
p e r fe c tly  s a fe

2
N O  L I T E R A L  
E Q U IV A L E N C E

M o d e rn  s e c u r ity  c o m p a r is o n s  a re  i l lu s tr a tio n s ,  
n o t c a n o n ic a l  in s tru c tio n s

3
N O  U N A U T H O R I Z E D  
T E S T IN G

N e v e r  s c a n ,  e x p lo it o r  a c c e s s  th ird - p a r ty  
s y s te m s  w ith o u t c o n s e n t

4
N O  C O M P L IA N C E  
G U A R A N T E E

F ra m e w o rk s  a n d  e x a m p le s  d o  n o t e s ta b l is h  
ju r is d ic tio n - s p e c if ic  c o m p lia n c e

5 R E V I E W  B E F O R E  U S E
V e r ify  c u r re n t a d v is o r ie s ,  l a w s ,  a n d  s o ftw a re -
s p e c if ic  g u id a n c e



M o re  … if  …,  —W e b s ite  &  I T  S e c u r ity

S e c u r ity  is  a  s y s te m  o f  p e o p le ,  p ro c e s s ,  te c h n o lo g y ,  a n d  
e v id e n c e .

သီလ •သတိ • ပညာ •လ ုခြ ြုံမှု



S e c u r ity  o b je c tiv e s :  C IA  +  re s il ie n c e

C o n fid e n tia lity O n ly  a u th o r iz e d  p e o p le  a c c e s s  s e n s itiv e  in fo rm a tio n

I n te g r i ty D a ta  a n d  c o n f ig u ra tio n s  r e m a in  a c c u r a te  a n d  
u n ta m p e r e d

A v a ila b il ity S e r v ic e s  w o r k  w h e n  l e g itim a te ly  n e e d e d

R e s ilie n c e R e c o v e r  s a fe ly  a fte r  e rr o r ,  a tta c k  o r  o u ta g e

D H A M M A  × D IG IT A L  T R U S T 1 7



T h re a t m o d e l:  w h a t c a n  g o  w ro n g ?

A s s e ts C u s to m e r  d a ta ,  D N S ,  e m a i l ,  w e b s ite ,  a d m in  c o n s o l e ,  
b a c k u p s

A d v e rs a r ie s F r a u d s te rs ,  m a li c io u s  in s id e rs ,  a u to m a te d  b o ts

W e a k n e s s e s S ta le  p lu g in s ,  s h a r e d  c re d e n tia ls ,  e x p o s e d  s to r a g e

Im p a c t P r iv a c y  h a rm ,  d o w n tim e ,  f in a n c ia l  lo s s ,  re p u ta tio n

D H A M M A  × D IG IT A L  T R U S T 1 8



OWASP Top 10:2025 — R is k  a re a s

A c c e s s  a n d  
c o n fig u r a tio n

B r o k e n  A c c e s s  C o n tro l;  S e c u r i ty  M is c o n f ig u ra tio n

S u p p ly  c h a in  a n d  
c r y p to g r a p h y

S o ftw a re  S u p p ly  C h a in  F a i lu re s ;  C ry p to g r a p h ic  F a i l u r e s

A p p lic a tio n  lo g ic I n je c ti o n ;  In s e c u re  D e s i g n ;  A u th e n ti c a ti o n  F a i lu r e s

I n te g r i ty  a n d  v is ib i lity S o ftw a re  o r  D a ta  I n te g r ity  F a i l u r e s ;  L o g g in g  &  A le rti n g  
F a i l u r e s

E x c e p tio n s M is h a n d lin g  o f  E x c e p tio n a l  C o n d itio n s

D H A M M A  × D IG IT A L  T R U S T 1 9



I d e n tity  &  a c c e s s

M F A  / p a s s k e y s U s e  p h is h in g - r e s i s ta n t  M F A  fo r  p r iv i le g e d  a c c e s s  w h e r e  
fe a s i b l e

L e a s t p r iv ile g e S e p a r a te  a d m in  a n d  o r d in a r y  a c c o u n ts ;  re s tr i c t e a c h  
r o l e

L ife c y c le J o in e r ,  m o v e r ,  le a v e r  a c c e s s  r e v ie w s  a n d  r a p id  
r e v o c a ti o n

R e c o v e r y P r o te c t p a s s w o rd  re s e ts ,  r e c o v e ry  k e y s  a n d  s e r v ic e  
to k e n s

D H A M M A  × D IG I T A L  T R U S T 2 0



S e c u re  w e b s ite  d e v e lo p m e n t

D e s ig n T h r e a t m o d e l ,  tr u s t b o u n d a r ie s ,  a u th o r iz a ti o n  d e c is i o n s

C o d in g P a r a m e te r iz e d  S Q L ,  o u tp u t e n c o d in g ,  s a fe  u p lo a d s

D e p e n d e n c ie s I n v e n to r y  a n d  p a tc h  f r a m e w o r k s ,  l ib ra r ie s  a n d  p lu g in s

T e s tin g C o d e  r e v ie w ,  S A S T /D A S T ,  a u th o r i z e d  p e n e tr a ti o n  
te s ti n g

D H A M M A  × D IG I T A L  T R U S T 2 1



I n fra s tru c tu re  a n d  D N S

T L S  / H T T P S V a li d  c e rtif i c a te s ,  s tr o n g  c o n f ig u ra tio n ,  s e c u r e  c o o k ie s

D N S P r o te c t re g is tra r ,  D N S  a c c o u n t,  z o n e  c h a n g e s  a n d  
D N S S E C  w h e re  s u i ta b le

N e tw o r k S e g m e n t d a ta b a s e s  a n d  m a n a g e m e n t n e tw o rk s

H a rd e n in g R e m o v e  u n u s e d  s e r v ic e s ;  p a tc h ;  s e c u r e  b a c k u p s  a n d  
lo g g i n g

D H A M M A  × D IG I T A L  T R U S T 2 2



B a c k u p s :  c a n  y o u  re s to re ?

C o p ie s P r o te c te d  c o p ie s ,  in c lu d in g  o ff l in e  o r  im m u ta b le  w h e re  
p ra c tic a l

S e p a r a tio n B a c k u p  a d m in  c re d e n tia ls  s e p a r a te  f ro m  p ro d u c ti o n

T e s t R e s to r e  s a m p le  d a ta  a n d  a  w h o le  s e rv i c e  in  is o la tio n

O b je c tiv e s A g r e e  re c o v e r y  tim e  ( R T O )  a n d  re c o v e ry  p o in t ( R P O )

D H A M M A  × D IG I T A L  T R U S T 2 3



NIST CSF 2.0 — S ix  fu n c tio n s

G O V E R N P o li c y ,  r is k  a p p e ti te ,  o w n e r s h i p ,  s u p p lie r  o v e rs i g h t

I D E N T I F Y A s s e ts ,  d a ta ,  d e p e n d e n c ie s ,  r is k s

P R O T E C T I d e n tity ,  tr a in in g ,  p a tc h in g ,  e n c ry p tio n ,  b a c k u p s

D E T E C T L o g s ,  a l e r ts ,  a n o m a lie s

R E S P O N D  / 
R E C O V E R

C o n ta in ,  c o m m u n ic a te ,  re s to re  a n d  im p r o v e

D H A M M A  × D IG I T A L  T R U S T 2 4



I n c id e n t re s p o n s e :  fiv e  s te p s

1  D e te c t V a li d a te  a le r t a n d  s c o p e ;  c a p tu re  tim e s ta m p s

2  C o n ta in R e s tr ic t a c c e s s ;  p re s e rv e  e v i d e n c e

3  I n v e s tig a te D e te rm in e  a ffe c te d  d a ta ,  s y s te m s  a n d  r o o t c a u s e

4  R e c o v e r R e b u il d /r e s to r e ,  r o ta te  c r e d e n ti a l s ,  v e r i fy

5  L e a rn N o tify  a s  re q u ire d ,  d o c u m e n t a n d  te s t c o rr e c ti v e  a c tio n s
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Case study — E x p o s e d  c u s to m e r  b a c k u p

D is c o v e ry P u b lic  s to ra g e  l i n k  a c c id e n ta l ly  e x p o s e s  a  c u s to m e r  
d a ta b a s e  b a c k u p

Im m e d ia te  a c tio n R e s tr ic t a c c e s s  a n d  p re s e rv e  lo g s ;  a l e r t in c id e n t  le a d

A s s e s s m e n t D e te rm in e  e x p o s u re  w in d o w ,  c o n te n t a n d  p o s s i b l e  
a c c e s s

C o m m u n ic a tio n D is tin g u is h  k n o w n  fa c ts  a n d  u n c e r ta i n tie s ;  le g a l/p r iv a c y  
r e v i e w

P r e v e n tio n A c c e s s  p o li c y ,  a u to m a te d  c h e c k s ,  b a c k u p  is o la tio n
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Case study — R a n s o m w a re  o n  a  w e b  s e rv e r

S ig n a l F i le s  e n c ry p te d ;  w e b s i te  o ff l in e ;  a b n o rm a l  a d m in  a c tiv ity

F i rs t re s p o n s e I s o la te  a ffe c te d  h o s t,  p r e s e r v e  e v id e n c e ,  a c tiv a te  
r e s p o n s e  te a m

R e c o v e r y R e b u il d  f r o m  tr u s te d  s o u r c e  a n d  r e s to re  v e r if ie d  
b a c k u p s

P r e v e n tio n M F A ,  p a tc h in g ,  n e tw o r k  s e g m e n ta ti o n ,  im m u ta b le  
b a c k u p s

D h a m m a  lin k C a lm  d e c is io n s ,  tr u th fu l n e s s ,  c o n c e rn  fo r  a ffe c te d  u s e r s
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Security checklist — D a ily

R e v ie w C r itic a l  a l e r ts ,  s u s p ic io u s  a d m in  lo g in s  a n d  n e w  
e x p o s u re s

B a c k u p s C o n f i rm  b a c k u p  jo b  s ta tu s  a n d  a le rt fa i lu re s

C h a n g e s I n s p e c t h ig h - r is k  c h a n g e s  a n d  u n e x p e c te d  a c c o u n ts

E s c a la tio n R e c o r d  a n d  r e p o r t s u s p ic io u s  e v e n ts  p ro m p tly

D H A M M A  × D IG IT A L  T R U S T 2 8



Security checklist —W e e k ly

P a tc h P r io r itiz e  e x p lo ite d  a n d  h ig h - im p a c t  v u ln e r a b il itie s

A c c e s s R e v ie w  p r iv i l e g e d  a c c e s s  a n d  s e rv i c e  a c c o u n ts

E x p o s u r e C h e c k  a d m in  in te r fa c e s ,  c e r tif ic a te s  a n d  p u b li c  s to r a g e

V a lid a tio n T e s t a  s a m p le  b a c k u p  r e s to r e  o r  c o n tr o l
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Security checklist —M o n th ly

R e v ie w R is k  r e g is te r ,  v e n d o rs ,  d a ta  re te n tio n  a n d  e x c e p tio n s

E x e r c is e T a b le to p  a n  in c id e n t o r  p h i s h i n g  s c e n a r i o

R e s to r e R u n  m e a n in g fu l  r e c o v e ry  te s t

Im p ro v e C lo s e  c o r re c tiv e  a c tio n s  a n d  u p d a te  d o c u m e n ta tio n
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Secure Website: Trust Boundaries

Editable architecture, simplified for a typical small-business web application.

DEFENSE IN DEPTH  •  AUTHORIZATION ON EVERY REQUEST
25

USERS DNS + CDN WEB / APP DATA STORE

LOGS / SIEM

HTTPS • MFA • Secure coding • Segmentation • Logging • Backups



Website Security — Six Essentials

NO SINGLE CONTROL MAKES A WEBSITE SECURE
26

HTTPS / TLS Protect traffic in transit; configure secure cookies

IDENTITY MFA and unique admin accounts

UPDATES Patch OS, CMS, plugins and dependencies

APP SECURITY Validate input; parameterize SQL; encode output

WAF + RATE LIMITS Mitigate selected abusive traffic patterns



Web App: Build Security into Design

BROKEN ACCESS CONTROL IS NOT FIXED BY A WAF
27

AUTHENTICATE

Know who the requester is

AUTHORIZE

Check every sensitive action server-side

HANDLE DATA SAFELY

Parameterize queries; encode output

REVIEW & TEST

Code review, scanning and authorized tests



OWASP Top 10:2025 — Key Clusters

USE TOP 10 FOR AWARENESS; VALIDATE WITH THREAT MODELING
28

ACCESS & CONFIG

Access control, security misconfiguration

BUILD & SOFTWARE

Supply chain, integrity and insecure design

DATA & INPUT

Cryptography and injection risks

OPERATIONS

Authentication, logging and error handling



Identity: Stronger than a Password

SECURE EMAIL FIRST: IT OFTEN RESETS EVERYTHING ELSE
29

AUTHENTICATION

Use phishing-resistant MFA/passkeys 
for high-value accounts where 
practical.

AUTHORIZATION

Least privilege, separate admin roles, 
review access, remove stale accounts.



IT Infrastructure Security

LAYERED SECURITY  +  MONITORING  +  CONTINUOUS IMPROVEMENT
30

NETWORK

Firewall rules, segmentation, VPN / ZTNA

ENDPOINT

EDR, patching, disk encryption, device policy

DATA

Encryption, DLP where suitable, backups

VISIBILITY

Logs, alert ownership, incident runbooks



Network Security: Layers, Not Magic

A simplified design-review sketch based on your original IT Security infrastructure slide.

SEGMENT PUBLIC, APPLICATION, DATA AND MANAGEMENT ZONES
31

INTERNET

EDGE / FIREWALL

PUBLIC WEB DATA / APP ADMIN ZONE

Explicit policies  •  Limited reachability  •  Alerted changes



WAF, IDS/IPS, VPN, EDR

COMPLEMENTARY LAYERS — NOT A UNIVERSAL SHIELD
32

THE RIGHT TOOL, THE RIGHT JOB

WAF filters some HTTP abuse; IDS/IPS 
monitors or blocks matched traffic; 
VPN provides network tunnel access.

WHAT THEY DO NOT SOLVE

None replaces secure coding, least 
privilege, patching, malware response 
or tested recovery.



Protect Endpoints & Servers

CONTROL THE CONFIGURATION — VERIFY THE RESULT
33

PATCH

Update supported systems quickly

HARDEN

Remove unused services; enforce 
configuration

MONITOR

EDR/logs and detection ownership

RECOVER

Rebuild from trusted sources and tested 
backups



Backups: Recovery Must Be Tested

A SUCCESSFUL BACKUP JOB IS NOT A SUCCESSFUL RECOVERY
34

01  COPY

Protect copies

02  ISOLATE

Separate credentials

03  RESTORE

Test regularly

04  VERIFY

Check integrity



Logging → Detection → Action

LOGS ARE ONLY USEFUL WHEN SOMEONE RESPONDS
35

COLLECT

Auth, changes, access and app errors

CORRELATE

Priority alerts, synchronized time

TRIAGE

Owner, severity and playbook

IMPROVE

Close gaps and tune detection



Incident Response: A Calm Sequence

PRESERVE EVIDENCE  •  COMMUNICATE TRUTHFULLY
36

01  DETECT

Confirm facts

02  CONTAIN

Limit impact

03  ANALYZE

Preserve evidence

04  RECOVER

Restore safely

05  LEARN

Fix cause



Case Study: Public Backup Exposure

Fictional scenario for a security tabletop.

SĪLA + SUTA + PAÑÑĀ + INCIDENT RESPONSE
37

A PRIVATE BACKUP BECOMES PUBLIC

First: restrict access and preserve logs. Then assess data scope and notification 
obligations.



and   …

CHE …  C L E …. ; do not stop learning …, developing, check and secure yourself … and your circle & soeciet ….

Stay SAFE and Good Luck ++
37

even more ….

Keep on study more … gradually and SAFELY ++
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